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Acerca de este documento

(VWH�GRFXPHQWR�SUHVHQWD�ODV�GLVWLQWDV�SRVLELOLGDGHV�GH�PDQWHQLPLHQWR
GH�OD�VHJXULGDG��0HWD�0LQG�6HW���HV�XQ�VLVWHPD�GH�JHVWLyQ�LQWHJUDO�GH
UHFXUVRV� KXPDQRV� \�� FRPR� WDO�� PDQHMD� LQIRUPDFLyQ� FRQILGHQFLDO�� 3RU
WDQWR��HO�VLVWHPD�GHEH�GLVSRQHU�GH�PHFDQLVPRV�GH�SURWHFFLyQ�IUHQWH�D
LQWUXVLRQHV�H[WHUQDV�

(O�GRFXPHQWR�VH�HVWUXFWXUD�GH�OD�VLJXLHQWH�PDQHUD�

n 0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ

² 6HJXULGDG�D�QLYHO�GH�WDEODV

² 6HJXULGDG�D�QLYHO�GH�0HWD�2EMHFWV

² 6HJXULGDG�GHVGH�ODV�KHUUDPLHQWDV�GH�GLVHxR

n 0DQWHQLPLHQWR�GH�UROHV�GH�DSOLFDFLyQ

² &UHDFLyQ�GH�XQ�URO�GH�DSOLFDFLyQ

² (GLFLyQ�GH�XQ�URO�GH�DSOLFDFLyQ

² %RUUDGR�GH�XQ�URO�GH�DSOLFDFLyQ

n 0DQWHQLPLHQWR�GH�XVXDULRV�GH�DSOLFDFLyQ

² &UHDFLyQ�GH�XQ�XVXDULR�GH�DSOLFDFLyQ

² $VLJQDFLyQ�GH�UROHV�ILMRV�D�XQ�XVXDULR

² (VWDEOHFLPLHQWR�GH�XQD�QXHYD�FRQWUDVHxD

² ,QIRUPDFLyQ�GH�OD�FRQH[LyQ�GHO�XVXDULR

² %RUUDGR�GH�XQ�XVXDULR�GH�DSOLFDFLyQ

² 5RO�GH�DSOLFDFLyQ�SRU�GHIHFWR
5
L]DFLyQ�GHO�WLWXODU



,QWURGXFFLyQ 5HOHDVH����
NOTA:

Introducción

/D� KHUUDPLHQWD� GH� VHJXULGDG� GH� 0HWD�0LQG� :RUNV� ���� SHUPLWH� HO
PDQWHQLPLHQWR��D�GLIHUHQWHV�QLYHOHV��GH�OD�VHJXULGDG�GH�OD�LQIRUPDFLyQ�\
ORV�SURFHVRV�FRQ�ORV�TXH�WUDEDMD�HO�VLVWHPD��$Vt�� OD�DSOLFDFLyQ�FXHQWD
FRQ�ORV�PHFDQLVPRV�QHFHVDULRV�SDUD�

n ,PSHGLU�HO�DFFHVR�DO�VLVWHPD�GH�XVXDULRV�QR�DXWRUL]DGRV

n *DUDQWL]DU�OD�FRQILGHQFLDOLGDG�GH�ORV�GDWRV�GHOLFDGRV��GDWRV�
SHUVRQDOHV��LQIRUPDFLyQ�VDODULDO��HWF�

n ,PSHGLU�OD�HMHFXFLyQ�GH�DFFLRQHV�\�SURFHVRV�SRU�SDUWH�GH�XVXDULRV�
TXH�FDUH]FDQ�GH�DXWRUL]DFLyQ

n 5HJLVWUDU�WRGDV�ODV�DFFLRQHV�HMHFXWDGDV�VREUH�ODV�WDUHDV�GHO�
VLVWHPD��JUDEDFLyQ�GH�GDWRV�HQ�WDEODV��HMHFXFLyQ�GH�SURFHVRV��
HWF�

Figura 1. Módulo de seguridad

(O�PDQWHQLPLHQWR�GH�OD�VHJXULGDG�VH�DSOLFD��GH�IRUPD�LQWHJUDO��GHVGH�HO
PyGXOR�GH�VHJXULGDG�GLVSRQLEOH�HQ�0HWD�0LQG�:RUNV��'LFKR�PyGXOR
RIUHFH� OD� SRVLELOLGDG� GH� GHILQLU� VHJXULGDG� D� WUHV� QLYHOHV� \� SDUD� HOOR
FXHQWD�FRQ�ODV�VLJXLHQWHV�KHUUDPLHQWDV�

065�HV�HO�PRGHOR�GH�VLVWHPD�
GH�UROHV�

n 0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ��SHUPLWH�GHILQLU�VHJXULGDG�
HQ�IRUPD�GH�SHUPLVRV�D�QLYHO�GH�WDEODV�\�GH�0HWD�2EMHFWV�D�WUDYpV�
GH�PiVFDUDV��(O�WpUPLQR�PiVFDUD�KDFH�UHIHUHQFLD�DO�FRQMXQWR�GH�
SHUPLVRV�FRQFHGLGRV�D�XQ�0HWD�2EMHFW�HQ�XQ�PLVPR�065��3DUD�
GHILQLU�VHJXULGDG�D�QLYHO�GH�UHJLVWURV�VH�KD�LQFRUSRUDGR�OD�
KHUUDPLHQWD�'LVHxDGRU�GH�ILOWURV�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
NOTA:

n 0DQWHQLPLHQWR�GH�UROHV�GH�DSOLFDFLyQ��SHUPLWH�GHILQLU�UROHV�GH�
DSOLFDFLyQ��HV�GHFLU��SHUILOHV�GH�VHJXULGDG�VREUH�WDUHDV��(O�~QLFR�
SHUPLVR�TXH�VH�SXHGH�FRQFHGHU�VREUH�XQD�WDUHD�HV�HO�GH�
HMHFXFLyQ��(Q�HO�FDVR�GH�TXH�XQD�WDUHD�HVWp�DVRFLDGD�D�GDWRV�GH�
0HWD�2EMHFWV��VHUi�QHFHVDULR�GLVSRQHU�GH�SHUPLVRV�VREUH�GLFKRV�
0HWD�2EMHFWV�SDUD�SRGHU�HMHFXWDUOD��

n 0DQWHQLPLHQWR�GH�XVXDULRV�GH�DSOLFDFLyQ��SHUPLWH�GHILQLU�ORV�
SDUiPHWURV�GH�VHJXULGDG�D�QLYHO�GH�XVXDULR��LGHQWLILFDFLyQ��
FRQWUDVHxD��Q~PHUR�GH�LQWHQWRV�SHUPLWLGRV��HWF����$VLPLVPR��
SHUPLWH�DVLJQDU�D�XQ�XVXDULR�XQR�R�PiV�SHUILOHV�GH�VHJXULGDG�ILMRV��
TXH�VH�XQLUiQ�D�DTXpOORV�TXH�OH�FRUUHVSRQGDQ�FRPR�FRQVHFXHQFLD�
GH�ODV�UHJODV�GH�HOHJLELOLGDG�

7DPELpQ�HV�SRVLEOH�GHILQLU�OD�
VHJXULGDG�D�QLYHO�GH�
0HWD�2EMHFWV�\�GH�WDEODV�HQ�
WLHPSR�GH�GLVHxR�GHVGH�ODV�
FRUUHVSRQGLHQWHV�KHUUDPLHQWDV�
GH�GLVHxR��WDO�FRPR�VH�
GHVFULEH�HQ�HO�DSDUWDGR�
6HJXULGDG�GHVGH�ODV�
KHUUDPLHQWDV�GH�GLVHxR��

+D\�XQD�HVWUHFKD�UHODFLyQ�HQWUH�ODV�WUHV�RSFLRQHV�GH�OD�KHUUDPLHQWD�GH
VHJXULGDG��GDGR�TXH��

n (O�SHUILO�GH�VHJXULGDG�DVLJQDGR�D�XQ�XVXDULR�GHVGH�
0DQWHQLPLHQWR�GH�XVXDULRV�GH�DSOLFDFLyQ�SURYLHQH�GH�ORV�UROHV�
GH�DSOLFDFLyQ�SUHYLDPHQWH�GHILQLGRV��

n 8QD�PiVFDUD�VREUH�XQ�0HWD�2EMHFW�SXHGH�GHILQLUVH�GH�PDQHUD�
LQGHSHQGLHQWH�GHVGH�0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ��(VWR�
WLHQH�VHQWLGR�FXDQGR�VH�LQFRUSRUD�D�XQ�065�GH�DSOLFDFLyQ��D�
WUDYpV�GH�pVWH�D�XQ�URO�GH�XVXDULR�\�D�WUDYpV�GH�pVWH�~OWLPR�D�XQ�
XVXDULR�GH�OD�DSOLFDFLyQ�
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
NOTA:

Mantenimiento de MSR de aplicación

(VWD�KHUUDPLHQWD�SHUPLWH�GHILQLU� ODV�RSFLRQHV�GH�VHJXULGDG�VREUH� ORV
0HWD�2EMHFWV�\�VXV�FRPSRQHQWHV��QRGRV�\�HOHPHQWRV���DVt�FRPR�VREUH
ODV�WDEODV��3DUD�WHQHU�DFFHVR�D�HOOD��VHOHFFLRQH�0LQG_+HUUDPLHQWDV�GH
GHVDUUROOR_6HJXULGDG_0DQWHQLPLHQWR� GH� 065� GH� DSOLFDFLyQ� HQ� HO
iUERO�GH�PHQ~V�GH�OD�DSOLFDFLyQ�0HWD�0LQG�:RUNV�

065�HV�HO�PRGHOR�GH�VLVWHPD�
GH�UROHV�

Figura 2. MSR

/RV�SHUPLVRV�GH�VHOHFFLyQ�� LQVHUFLyQ��DFWXDOL]DFLyQ�\�ERUUDGR�TXH�VH
FRQFHGHQ�VREUH�WDEODV�\�VREUH�0HWD�2EMHFWV�VH�DJUXSDQ�HQ�ORV�065�
'DGR� TXH� ORV� 0HWD�2EMHFWV� HVWiQ� GHILQLGRV� D� SDUWLU� GH� WDEODV�� VH
HPSOHD�OD�PLVPD�KHUUDPLHQWD�SDUD�GHILQLU�SHUPLVRV�VREUH�DPERV�WLSRV
GH�HOHPHQWRV��ÔQLFDPHQWH�HV�SUHFLVR�SUHVWDU�DWHQFLyQ�D�OD�VXSHUSRVL�
FLyQ�GH�ORV�SHUPLVRV�FRQFHGLGRV�VREUH�DPERV�WLSRV�GH�HOHPHQWRV��GH
PRGR�TXH�QR�VH�SURGX]FDQ�FRQIOLFWRV�HQWUH�HOORV�

'HVGH�OD�YHQWDQD�GH�065��VH�SXHGH�REWHQHU�XQ�OLVWDGR�GH�ORV�065�\D
H[LVWHQWHV�PHGLDQWH�HO�ERWyQ�9HU�OLVWD�GH�OD�EDUUD�GH�KHUUDPLHQWDV�

7DPELpQ�SXHGHQ�GHILQLUVH�QXHYRV�065�KDFLHQGR�FOLF�HQ�HO�ERWyQ�&UHDU
UHJLVWUR��/RV�GDWRV�TXH�LGHQWLILFDQ�XQ�QXHYR�065�VRQ��

l ,'�065��FyGLJR�LGHQWLILFDWLYR�GHO�PRGHOR�GH�VLVWHPD�GH�UROHV

l 1RPEUH�065��QRPEUH�GHO�PRGHOR�GH�VLVWHPD�GH�UROHV

3DUD� GRWDU� GH� FRQWHQLGR� D� XQ� QXHYR� 065� GHVGH� HVWH� IRUPXODULR�
GLVSRQH�GH�ORV�ERWRQHV�6HJXULGDG�WDEODV�\�6HJXULGDG�0HWD�2EMHFWV�
+DJD�FOLF�HQ�XQR�X�RWUR�ERWyQ��VHJ~Q�GHVHH�DVRFLDU�DO�065�SHUPLVRV
VREUH�WDEODV�R�VREUH�0HWD�2EMHFWV��UHVSHFWLYDPHQWH�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
Seguridad a nivel de tablas

(Q�HVWH�QLYHO�GH�VHJXULGDG��VH�LQGLFD�TXp�DFFLRQHV�SRGUi�HMHFXWDU�XQ
JUXSR�GH�XVXDULRV�VREUH�ODV�WDEODV��+D\�WDEODV�VLQ�VHJXULGDG��SDUD�ODV
TXH�QR�H[LVWH�QLQJXQD�UHVWULFFLyQ�GH�DFFHVR��\�WDEODV�FRQ�VHJXULGDG�

(Q�HVWH�VHJXQGR�FDVR��HO�JHVWRU�GHILQLUi� ORV�SULYLOHJLRV�TXH�VH�YDQ�D
DSOLFDU�VREUH�ODV�DFFLRQHV�HMHFXWDEOHV�HQ�HVDV�WDEODV��

n /HFWXUD�GH�ORV�UHJLVWURV�GH�OD�WDEOD
n ,QFRUSRUDFLyQ�GH�QXHYRV�UHJLVWURV�D�OD�PLVPD

n 0RGLILFDFLyQ�GH�UHJLVWURV�GH�OD�WDEOD

n %RUUDGR�GH�UHJLVWURV�GH�OD�WDEOD

(V� LPSRUWDQWH� UHFRUGDU� TXH� FXDQGR� VH� LQGLTXH� TXH� XQD� WDEOD� WLHQH
VHJXULGDG�� VH� GHVDFWLYDUiQ� WRGRV� ORV� SHUPLVRV� VREUH� OD� PLVPD�� (O
JHVWRU�GHEHUi�SURFHGHU�HQWRQFHV�D�FRQFHGHU�SHUPLVRV�VREUH�OD�WDEOD�

(Q�OD�EDUUD�GH�KHUUDPLHQWDV�GHO�065��KDJD�FOLF�HQ�HO�ERWyQ�6HJXULGDG
WDEODV� SDUD� WHQHU� DFFHVR� D� OD� YHQWDQD� GH� GHILQLFLyQ� GH� VHJXULGDG
VREUH�WDEODV�

Figura 3. Seguridad en tablas para un MSR

/D� FRQFHVLyQ� GH� SHUPLVRV� VREUH� WDEODV� HQ� HO� PDUFR� GH� XQ�065� VH
UHDOL]D�GHVGH�HO�IRUPXODULR�6HJXULGDG�HQ�WDEODV�SDUD�XQ�065��

8QD�LQVWDQFLD�GHWHUPLQDGD�GH�6HJXULGDG�HQ�WDEODV�SDUD�XQ�065�HVWi
DVRFLDGD�DO�065�GHO�TXH�SURFHGH��\�ODV�RSHUDFLRQHV�GH�DVLJQDFLyQ�GH
VHJXULGDG� VREUH� WDEODV�TXH� VH� UHDOLFHQ�HQ�HOOD�TXHGDUiQ� LJXDOPHQWH
DVRFLDGDV�D�GLFKR�065��
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
(VWH�IRUPXODULR�VH�FRPSRQH�GH�WUHV�SDQHOHV�

n (Q�HO�SDQHO�GH�QDYHJDFLyQ��D�OD�L]TXLHUGD�GH�OD�LQWHUID]��DSDUHFH�
XQ�OLVWDGR�GH�ORV�GLIHUHQWHV�PyGXORV�GH�GDWRV�ILOWUDGRV�TXH�
FRPSRQHQ�OD�DSOLFDFLyQ��&DGD�XQR�GH�HVRV�PyGXORV�FRQWLHQH�XQD�
VHULH�GH�WDEODV��D�ODV�TXH�VH�SXHGH�DVLJQDU�VHJXULGDG�GHVGH�OD�
KHUUDPLHQWD�6HJXULGDG�HQ�WDEODV��

n $O�VHOHFFLRQDU�XQR�GH�ORV�PyGXORV�GH�OD�DSOLFDFLyQ��HQ�HO�SDQHO�GH�
WDEODV�GH�OD�SDUWH�VXSHULRU�GHUHFKD��DSDUHFH�OD�OLVWD�GH�ODV�WDEODV�
LQFOXLGDV�HQ�GLFKR�PyGXOR��'HVGH�HVWH�SDQHO��SXHGH�DVLJQDU�
VHJXULGDG�D�ODV�WDEODV�D�WUDYpV�GH�XQD�VHULH�GH�RSFLRQHV�TXH�VH�
GHVFULEHQ�PiV�DGHODQWH�

n $O�VHOHFFLRQDU�XQD�GH�ODV�WDEODV�VREUH�HO�SDQHO�DQWHULRU��SXHGH�YHU�
OD�OLVWD�GH�ODV�FROXPQDV��VLWXDGR�HQ�OD�SDUWH�LQIHULRU��'HVGH�HVWD�
YHQWDQD��SXHGH�DVLJQDU�VHJXULGDG�D�QLYHO�GH�FROXPQDV�GH�ODV�
WDEODV�

(Q� HO� SDQHO� GH� WDEODV�� DSDUHFH� OD� FDVLOOD� GH� YHULILFDFLyQ� 6HJ�� D� OD
L]TXLHUGD�GH�ORV�QRPEUHV�GH�ODV�WDEODV��3DUD�DVLJQDU�VHJXULGDG�D�XQD
WDEOD�GHWHUPLQDGD��DFWLYH�OD�FDVLOOD�6HJ��FRUUHVSRQGLHQWH��(Q�HVH�FDVR�
D�OD�GHUHFKD�GHO�QRPEUH�GHO�REMHWR��VH�DFWLYD�XQD�WDEOD�VREUH�OD�TXH�VH
SXHGH�GHILQLU�HO�WLSR�GH�SHUPLVR�TXH�VH�GHVHD�DVLJQDU�D�OD�WDEOD��+D\
VHLV�FODVHV�GH�SHUPLVRV��

l 6HO���SHUPLVR�GH�OHFWXUD�GH�UHJLVWURV�GH�OD�WDEOD�

l ,QV���SHUPLVR�GH�LQVHUFLyQ�GH�UHJLVWURV�HQ�OD�WDEOD�

l $FW���SHUPLVR�GH�DFWXDOL]DFLyQ�GH�UHJLVWURV�

l 6X���SHUPLVR�GH�ERUUDGR�GH�UHJLVWURV�

l 6��FROXPQDV��SHUPLVRV�GH�HVFULWXUD�\�OHFWXUD�VREUH�WRGDV�ODV�
FROXPQDV�GH�OD�WDEOD�

l $YDQ]DGR��RSFLRQHV�GH�VHJXULGDG�DYDQ]DGD�SDUD�OD�WDEOD�
$O�KDFHU�FOLF�HQ�HVWH�ERWyQ��DSDUHFHQ�YDULDV�FDVLOODV�GH�YHULILFD�
FLyQ�FRQ�ODV�GLIHUHQWHV�RSFLRQHV�GH�VHJXULGDG�DSOLFDEOHV�VREUH�OD
WDEOD�VHOHFFLRQDGD�

² $FWXDOL]DU�OD�IHFKD�GH�FLHUUH��SHUPLWH�WUDEDMDU�VREUH�WDEODV�
FHUUDGDV��PRGLILFDQGR�HQ�FDVR�QHFHVDULR�ODV�IHFKDV�GH�FLHUUH�
GH�ORV�UHJLVWURV�

² $GDSWDU�ORV�GDWRV�KLVWyULFRV��SHUPLWH�DVLJQDU�VHJXULGDG�D�
QLYHO�GH�FROXPQDV�VREUH�ODV�WDEODV�GH�KLVWyULFR�PHQFLRQDGDV�
DQWHULRUPHQWH�

² %RUUDU�HQ�FDVFDGD��KDELOLWD�HO�ERUUDGR�GH�ODV�WDEODV�KLMDV�SDUD�
ODV�TXH�VH�KD\D�GHILQLGR�HVWD�SURSLHGDG�HQ�OD�UHODFLyQ�

² $FWXDOL]DU�OD�IHFKD�GH�LQLFLR�HQ�FDVFDGD��SHUPLWH�GHWHUPLQDU�
XQD�QXHYD�IHFKD�GH�LQLFLR�\�TXH�pVWD�VH�DVLJQH�
DXWRPiWLFDPHQWH�DO�UHVWR�GH�ODV�FROXPQDV�DVRFLDGDV�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
² $FWXDOL]DFLyQ�OD�IHFKD�GH�ILQ�HQ�FDVFDGD��SHUPLWH�GHWHUPLQDU�
XQD�QXHYD�IHFKD�GH�ILQ�\�TXH�pVWD�VH�DVLJQH�DXWRPiWLFDPHQWH�
DO�UHVWR�GH�ODV�FROXPQDV�DVRFLDGDV�

² $FWXDOL]DU�OD�FODYH�HQ�FDVFDGD��SHUPLWH�FRUUHJLU�OD�FODYH�GH�
XQD�FROXPQD�GHWHUPLQDGD�\�OD�GH�WRGRV�ORV�HOHPHQWRV�TXH�
GHSHQGDQ�GH�HOOD�

(Q�HO�SDQHO�GH�FROXPQDV�GH�OD�SDUWH� LQIHULRU�DSDUHFH��FRPR�\D�VH�KD
GLFKR��OD�OLVWD�GH�ODV�FROXPQDV�TXH�FRQWLHQH�OD�WDEOD�VHOHFFLRQDGD�HQ�OD
YHQWDQD� LQPHGLDWDPHQWH�VXSHULRU��-XQWR�DO�QRPEUH�GH�FDGD�FROXPQD�
VH�HQFXHQWUDQ�GRV�FDVLOODV��/�\�(���GHVGH� ODV�TXH�HV�SRVLEOH�DVLJQDU
SHUPLVRV� GH� OHFWXUD� \� HVFULWXUD� VREUH� FDGD� FROXPQD� FRQ� VyOR� DFWL�
YDUODV��(VWDV�FDVLOODV�HVWiQ�GHVDFWLYDGDV�SRU�GHIHFWR�

3RU�RWUD�SDUWH�� OD�KHUUDPLHQWD�GH�DVLJQDFLyQ�GH�VHJXULGDG�D�QLYHO�GH
WDEODV� SUHVHQWD� WDPELpQ� OD� RSFLyQ� GH� YLVXDOL]DFLyQ� GH� ORV� SHUPLVRV
FRQFHGLGRV�VREUH�XQD�WDEOD�GHWHUPLQDGD�GHVGH�WRGRV�\�FDGD�XQR�GH
ORV�065V�GHILQLGRV�

3DUD�DFWLYDU�HVWD�RSFLyQ��KDJD�FOLF�HQ�HO�ERWyQ�9LVWD�WDEOD�065�GHQWUR
GH�OD�SHVWDxD�R�VHOHFFLRQH�OD�RSFLyQ�+HUUDPLHQWDV_9LVWD�WDEOD�065
GH�OD�EDUUD�GH�PHQ~V��$SDUHFH�OD�VLJXLHQWH�YHQWDQD�

Figura 4. Seguridad en la tabla para todos los MSRs

(Q�HVWD�YHQWDQD�VH�PXHVWUDQ� ORV�GLIHUHQWHV�065V�\� ORV�SHUPLVRV�TXH
FDGD�XQR�GH�HOORV�WLHQH�GHILQLGRV�VREUH�OD�WDEOD�VHOHFFLRQDGD��7DPELpQ
VH�SXHGHQ�YHU�ORV�SHUPLVRV�D�QLYHO�GH�FROXPQD�SDUD�ORV�GLVWLQWRV�065V�
GHVSOLHJXH�OD�HVWUXFWXUD�GH�OD�WDEOD�VREUH�HO�SDQHO�GH�QDYHJDFLyQ�GH�OD
L]TXLHUGD�\�VHOHFFLRQH�FXDOTXLHUD�GH�ODV�FROXPQDV�TXH�OD�FRPSRQHQ�
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
)LQDOPHQWH��GHVGH�HVWD� YHQWDQD�SXHGH� UHDOL]DU�PRGLILFDFLRQHV� VREUH
ORV� SHUPLVRV� DVLJQDGRV� GHVGH� ORV� GLVWLQWRV� 065V� D� QLYHO� GH� WDEODV�
FROXPQDV�R�UHJLVWURV��GHVGH�OD�KHUUDPLHQWD�'LVHxDGRU�GH�ILOWURV�

Permisos a nivel de registro: filtros

/D� YHQWDQD�6HJXULGDG� HQ� WDEODV�SDUD�XQ�065�SUHVHQWD� WDPELpQ� OD
RSFLyQ�GH�DVLJQDFLyQ�GH�SHUPLVRV�D�QLYHO�GH� UHJLVWUR�GHVGH�HO�'LVH�
xDGRU�GH�ILOWURV��3HUPLWH�DVLJQDU�SHUPLVRV�VREUH�UHJLVWURV�LQGLYLGXDOHV�R
JUXSRV�GH�UHJLVWURV��

3RU�HMHPSOR��HQ�XQD� WDEOD�FRQ�LQIRUPDFLyQ�VREUH� ODV�HYDOXDFLRQHV�GH
ORV�HPSOHDGRV�GH�WRGDV�ODV�XQLGDGHV�RUJDQL]DWLYDV��VH�SXHGH�GLVHxDU
XQ�SHUILO� GH� VHJXULGDG�TXH� VyOR�SHUPLWD� OHHU� ORV� UHJLVWURV�FRUUHVSRQ�
GLHQWHV�D�ORV�HPSOHDGRV�DGVFULWRV�D�OD�PLVPD�XQLGDG�RUJDQL]DWLYD�TXH
HO� XVXDULR�TXH�HMHFXWD� OD� DFFLyQ�GH� OHFWXUD��(VWR�QR�VH�SXHGH�KDFHU
GHILQLHQGR� SHUPLVRV� VREUH� OD� WDEOD� FRPSOHWD�� QL� VLTXLHUD� VREUH� ODV
FROXPQDV�GH�GLFKD�WDEOD��VLQR�~QLFDPHQWH�DVLJQDQGR�SHUPLVRV�D�QLYHO
GH�UHJLVWUR��

(Q�HVWH�FDVR��VH�UHFXUUH�D�ORV�ILOWURV�SDUD�DVLJQDU�XQ�SHUPLVR�GHWHUPL�
QDGR�VREUH�WRGRV�DTXHOORV�UHJLVWURV�TXH�FXPSOHQ�OD�FRQGLFLyQ�H[SUH�
VDGD�HQ�HO�ILOWUR�

3DUD�WHQHU�DFFHVR�DO�'LVHxDGRU�GH�ILOWURV��KDJD�FOLF�HQ�HO�ERWyQ�)LOWURV
TXH�VH�PXHVWUD�DO�PDUJHQ�

Figura 5. Diseñador de filtros
12

3URKLELGD�OD�GLVWULEXFLyQ�\�UHSURGXFFLyQ�WRWDO�R�SDUFLDO�GH�HVWH�GRFXPHQWR�VLQ�DXWRUL]DFLyQ�GHO�WLWXODU
&23<5,*+7�����������0HWD��6SDLQ��6��$�
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/RV�ILOWURV�GLVHxDGRV�GHVGH�HVWD�KHUUDPLHQWD��DO�LJXDO�TXH�ORV�SHUPLVRV
\D�GHILQLGRV�DQWHULRUPHQWH��TXHGDQ�WDPELpQ�DVRFLDGRV�DO�065�DO�TXH
SHUWHQHFHQ��$Vt��XQ�065�VH�FRPSRQH�GH�XQD�VHULH�GH�SHUPLVRV��WDQWR
D�QLYHO�JHQHUDO�FRPR�D�QLYHO�GH�FROXPQDV��VREUH� WDEODV�DVRFLDGDV�D
PyGXORV�GH�OD�DSOLFDFLyQ��$VLPLVPR��LQFOX\H�XQD�VHULH�GH�ILOWURV�VREUH
HOHPHQWRV�TXH�KDFHQ�SRVLEOH�OD�UHFXSHUDFLyQ�GH�LQIRUPDFLyQ�D�QLYHO�GH
UHJLVWUR�

(O�'LVHxDGRU�GH�ILOWURV�VH�FRPSRQH�GH�GRV�SHVWDxDV�

n *HQHUDO��FRQWLHQH�OD�KHUUDPLHQWD�GH�GLVHxR�GH�ILOWURV�

n +HUHGDGR��FRQWLHQH�XQD�KHUUDPLHQWD�DGLFLRQDO�SDUD�OD�KHUHQFLD�GH�
ILOWURV��HV�GHFLU��SDUD�UHXWLOL]DU�ORV�ILOWURV�DVLJQiQGRORV�D�RWUDV�
WDEODV�

/D�YHQWDQD�GHO�'LVHxDGRU�GH�ILOWURV�SUHVHQWD��HQ�SULPHU�OXJDU��XQD�EDUUD
GH�WtWXOR�HQ�OD�TXH�VH�PXHVWUDQ�HO�065�\�OD�WDEOD�D�OD�TXH�SHUWHQHFH�HO
ILOWUR�TXH�VH�YD�D�GHILQLU

Asignación de filtros

/D�SHVWDxD�*HQHUDO�WLHQH�XQ�FXDGUR�GH�JUXSR�GH�GDWRV�OODPDGR�8VDU
TXH�SUHVHQWD�HO�FXDGUR�GH�OLVWD�GHVSOHJDEOH�0pWRGRV��$TXt��VH�GHILQH
HO�WLSR�GH�SHUPLVR�TXH�VH�YD�D�DVLJQDU�D�ORV�UHJLVWURV�TXH�FXPSODQ�OD
FRQGLFLyQ� GHO� ILOWUR�� (V� SRVLEOH� GHILQLU� ILOWURV� SDUD� ODV� VLJXLHQWHV
DFFLRQHV�

² 6HOHFFLRQDU��OHFWXUD

² 3HUVLVWLU��JUDEDFLyQ
² ,QVHUWDU��HVFULWXUD

² $FWXDOL]DU��PRGLILFDFLyQ

² %RUUDU��ERUUDGR

/D�RSFLyQ�*XDUGDU�HTXLYDOH�D�ODV�RSHUDFLRQHV�GH�HVFULWXUD�\�PRGLILFD�
FLyQ��7DPELpQ�VH�SXHGH�GHILQLU�HO� ILOWUR�7RGR��TXH�HV�HTXLYDOHQWH�D� OD
VXPD�GH�WRGDV�ODV�FRQGLFLRQHV�DQWHULRUHV�

Figura 6. Métodos
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NOTA:

/D� SHVWDxD� *HQHUDO� FXHQWD� FRQ� XQD� EDUUD� GH� KHUUDPLHQWDV� TXH
FRQWLHQH�ORV�VLJXLHQWHV�ERWRQHV�

n 1XHYR�ILOWUR��GHILQH�XQ�QXHYR�ILOWUR�GRFXPHQWDGR�R�HVWiQGDU�

n &RQYHUWLU�ILOWUR��FRQYLHUWH�XQ�ILOWUR�HVWiQGDU�R�GRFXPHQWDGR�HQ�XQ�
ILOWUR�DYDQ]DGR�R�VHPLGRFXPHQWDGR�

n (GLWDU�ILOWUR��HGLWD�OD�LQVWUXFFLyQ�64/�TXH�FRPSRQH�HO�ILOWUR�

n 0DUFDU�ILOWUR�SDUD�ERUUDU��HOLPLQD�ILOWURV�QR�YiOLGRV�R�
GHVDFWXDOL]DGRV�

n 3URSDJDU��DFWLYD�OD�RSFLyQ�GH�SURSDJDFLyQ�GH�ILOWURV��TXH�KDFH�
TXH�HO�ILOWUR�GHILQLGR�VREUH�XQD�WDEOD�VH�H[WLHQGD�D�WRGRV�ORV�
HOHPHQWRV�UHODFLRQDGRV�FRQ�pVWD�

n 2XWHU�MRLQV��HVWD�FDVLOOD�GH�YHULILFDFLyQ�VH�DFWLYD�SDUD�TXH�HO�ILOWUR�
HVWiQGDU�VHD�GH�WLSR�2XWHU�MRLQ��6L�HVWi�GHVDFWLYDGD��HO�ILOWUR�
HVWiQGDU�VHUi�GH�WLSR�,QQHU�MRLQ��3RU�GHIHFWR��OD�FDVLOOD�GH�
YHULILFDFLyQ�DSDUHFH�GHVDFWLYDGD�

(O�FXDGUR�GH�WH[WR�'DWRV�GHO�ILOWUR�FRQWLHQH�ORV�VLJXLHQWHV�FDPSRV�

/RV�FDPELRV�LQWURGXFLGRV�QR�
WHQGUiQ�YDOLGH]�KDVWD�TXH�VH�
KDJD�FOLF�HQ�HO�ERWyQ�*XDUGDU�
GH�OD�EDUUD�GH�KHUUDPLHQWDV�

n 'HVFULSFLyQ�GHO�ILOWUR��FRPHQWDULR�H[SOLFDWLYR�GH�OD�IXQFLRQDOLGDG�
GHO�ILOWUR�TXH�VH�HVWi�GHILQLHQGR�

n 64/��GHILQLFLyQ�GHO�ILOWUR�SURSLDPHQWH�GLFKD�HQ�IRUPD�GH�VHQWHQFLD�
64/�

n $XWRU��LGHQWLILFDFLyQ�GH�XVXDULR�GHO�DXWRU�GHO�ILOWUR�TXH�VH�LQWURGXFH�
DXWRPiWLFDPHQWH�

$O�KDFHU�FOLF�HQ�1XHYR�ILOWUR��DSDUHFHQ�ORV�VLJXLHQWHV�WLSRV�GH�GHILQL�
FLyQ�GH�ILOWURV�

n )LOWUR�HVWiQGDU�R�GRFXPHQWDGR

n )LOWUR�DYDQ]DGR�R�VHPLGRFXPHQWDGR

n )LOWUR�H[LVWHQWH
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NOTA:

)LOWUR�HVWiQGDU�R�GRFXPHQWDGR

6H�GHILQH�XQ�QXHYR�ILOWUR�HVWiQGDU�R�GRFXPHQWDGR�GHVGH�HO�(GLWRU�GH
VHQWHQFLDV�64/��GHVGH�GRQGH�VH�SXHGH�FUHDU�XQD�VHQWHQFLD�64/�FRQ
OD�TXH�VH�UHFXSHUDUiQ�ORV�UHJLVWURV�TXH�FXPSODQ�XQD�FRQGLFLyQ�

/RV�ILOWURV�GRFXPHQWDGRV�VH�
UHJLVWUDQ�HQ�ODV�WDEODV�GHO�
UHSRVLWRULR�TXH�UHFRJHQ�
LQIRUPDFLyQ�UHIHUHQWH�D�ODV�
VHQWHQFLDV�6&+B6(17(1&(6��
6&+B6(17B2%-(&76��
6&+B6(17B2%-B),(/'��
6&+B6(17B2%-B5(/��HWF�

Figura 7. Editor de sentencias

(Q�OD�VHQWHQFLD�64/�TXH�VH�FUHD��VH�GLVWLQJXHQ�ODV�VLJXLHQWHV�SDUWHV�

n (O�QRPEUH�GH�OD�WDEOD�GH�OD�TXH�VH�H[WUDHQ�ORV�GDWRV�VHUtD�OD�
FOiXVXOD�)520�

n (O�QRPEUH�GH�ODV�FROXPQDV�GH�OD�WDEOD�TXH�VH�TXLHUHQ�UHFXSHUDU�
GDUtDQ�OXJDU�D�OD�FOiXVXOD�6(/(&7�

n /DV�FRQGLFLRQHV�TXH�GHEHQ�FXPSOLU�ORV�UHJLVWURV�UHFXSHUDGRV�
VHUtDQ�OD�FOiXVXOD�:+(5(�

/D� YHQWDQD�(GLWRU�GH� VHQWHQFLDV� VH� FRPSRQH�GH� WUHV�SDUWHV�GLIHUHQ�
FLDGDV�

 1. (Q�OD�SDUWH�VXSHULRU�L]TXLHUGD��DSDUHFH�OD�WDEOD�VHOHFFLRQDGD��6L�OR
QHFHVLWD��SXHGH�XQLU�GRV�R�PiV�WDEODV�SDUD�UHDOL]DU�OD�FRQVXOWD�HQ
IXQFLyQ�GH�ORV�VLJXLHQWHV�FULWHULRV�

² 8QLyQ�GH�WDEODV�FRQ�UHODFLyQ�XQR�D�PXFKRV

² 8QLyQ�GH�WDEODV�FRQ�UHODFLyQ�PXFKRV�D�XQR

² 8QLyQ�GH�WDEODV�KLVWyULFDV

² &UHDFLyQ�GH�UHODFLRQHV�SHUVRQDOL]DGDV
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 2. (Q�OD�SDUWH�VXSHULRU�GHUHFKD��DSDUHFHQ�ODV�FROXPQDV�TXH�IRUPDQ
OD� WDEOD�VHOHFFLRQDGD��3XHGH� LQGLFDU�TXp�FROXPQDV�GHVHD�YLVXD�
OL]DU�VHOHFFLRQDQGR�ORV�VLJXLHQWHV�ERWRQHV�

² &ROXPQDV��VH�YLVXDOL]DQ�WRGDV�ODV�FROXPQDV�GH�OD�WDEOD�

² &ROXPQDV�VHOHFFLRQDGDV��VH�YLVXDOL]DQ�VyOR�ODV�FROXPQDV�
VHOHFFLRQDGDV�SDUD�OD�FUHDFLyQ�GHO�ILOWUR�

² &DPSRV�FDOFXODGRV��VH�PXHVWUDQ�ODV�H[SUHVLRQHV�GH�FiOFXOR�
TXH�KD\DQ�VLGR�FUHDGDV�SDUD�HVWH�ILOWUR�

² (GLWDU�FDPSRV�FDOFXODGRV��VL�KDFH�FOLF�HQ�HVWH�ERWyQ��SRGUi�
FUHDU�R�HGLWDU�ORV�FDPSRV�FDOFXODGRV�TXH�QHFHVLWH�SDUD�VX�
FRQVXOWD�

 3. (Q�OD�SDUWH�LQIHULRU�HV�GRQGH�VH�FRQVWUXLUi�HO�ILOWUR�

/D�VHQWHQFLD�VH�FUHD�GHVGH�OD�SHVWDxD�)LOWUR��GRQGH��XQD�YH]�VHOHFFLR�
QDGDV�ODV�FROXPQDV��VH�FUHDUi�OD�FRQGLFLyQ�SRU�OD�TXH�VH�UHFXSHUDUiQ
ORV�UHJLVWURV�

/RV�GLVWLQWRV�HOHPHQWRV�TXH�VH�SXHGHQ�XWLOL]DU�SDUD�FUHDU�OD�FRQGLFLyQ
GH�ILOWUDGR�VRQ�

n 2SHUDGRUHV��ERWRQHV�FRQ�ORV�TXH�VH�SXHGH�UHVWULQJLU�ORV�UHJLVWURV�
TXH�VH�UHFXSHUDQ�

n 9DORUHV��SDUD�HVWDEOHFHU�ILOWURV�GH�FRPSDUDFLyQ��SXHGH�TXH�
QHFHVLWH�FRQRFHU�ORV�YDORUHV�TXH�WRPD�XQD�GHWHUPLQDGD�FROXPQD��
6HOHFFLRQH�XQD�FROXPQD�\�KDJD�FOLF�HQ�HO�ERWyQ�GH�UHPRQWH��(Q�OD�
WDEOD�TXH�DSDUHFH��VH�PXHVWUDQ�WRGRV�ORV�YDORUHV�TXH�H[LVWHQ�SDUD�
OD�WDEOD�\�FROXPQD�VHOHFFLRQDGDV��

n )XQFLRQHV��VRQ�RSHUDFLRQHV�TXH�VH�UHDOL]DQ�VREUH�ORV�GDWRV�\�TXH�
PRGLILFDQ�VXV�FDUDFWHUtVWLFDV��8Q�HMHPSOR�VHUtD�OD�FRQYHUVLyQ�GHO�
WH[WR��HGLWRU�GH�VHQWHQFLDV��D�PD\~VFXODV��SDUD�OR�TXH�GHEHUtD�
XWLOL]DU�OD�IXQFLyQ�&219(57,5�$�0$<Ô6&8/$��3DUD�REWHQHU�PD\RU�
LQIRUPDFLyQ�VREUH�ODV�IXQFLRQHV�H[LVWHQWHV��OHD�HO�FDStWXOR�
�&RQVXOWD��GHO�PDQXDO�+HUUDPLHQWDV�GH�XVXDULR�

EJEMPLO

El campo STD_ID_PERSON de la tabla STD_PERSON =

ID_APP_USER

(VWD�VHQWHQFLD�UHFXSHUD�ODV�ILODV�GH�OD�WDEOD�3(5621$�FX\R�LGHQWL�
ILFDGRU�GH�OD�SHUVRQD�VHD�LJXDO�DO�LGHQWLILFDGRU�GHO�URO�TXH�KD�
LQLFLDGR�OD�VHVLyQ�
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)LOWUR�DYDQ]DGR�R�VHPLGRFXPHQWDGR

6H� GHILQH� XQ� QXHYR� ILOWUR� DYDQ]DGR� R� VHPLGRFXPHQWDGR� HVFULELHQGR
GLUHFWDPHQWH�OD�LQVWUXFFLyQ�64/�HQ�OD�YHQWDQD�GH�GHILQLFLyQ�GH�ILOWURV�

Figura 8. Editor de filtros avanzados

(VWD�YHQWDQD�FXHQWD�FRQ�XQDV�SHVWDxDV�GH�D\XGD�TXH�IDFLOLWDQ�OD�FUHD�
FLyQ� GH� OD� VHQWHQFLD� 64/� \� SURSRUFLRQDQ� XQ� OLVWDGR� FRQ� WRGRV� ORV
HOHPHQWRV�TXH�SXHGHQ�FRPSRQHU� OD�VHQWHQFLD�64/��(VWRV�HOHPHQWRV
VH�SXHGHQ�VHOHFFLRQDU�\�VRQ�

n &ROXPQDV�\�WDEODV��VH�YLVXDOL]DQ�WRGDV�OD�FROXPQDV�\�WDEODV�

n (OHPHQWRV��VH�YLVXDOL]DQ�ORV�HOHPHQWRV�GH�OD�HVWUXFWXUD�GH�QRGR�
�FDPSRV��SURSLHGDGHV��PpWRGRV�\�FRQFHSWRV��

n (OHPHQWRV�GH�VHVLyQ��VH�YLVXDOL]DQ�~QLFDPHQWH�ORV�HOHPHQWRV�
TXH�SHUWHQHFHQ�D�ODV�VHVLyQ�

n )XQFLRQHV��VRQ�RSHUDFLRQHV�TXH�VH�UHDOL]DQ�VREUH�ORV�GDWRV�\�TXH�
PRGLILFDQ�VXV�FDUDFWHUtVWLFDV�

EJEMPLO

SELECT

FROM &STD_PERSON A

WHERE (A.STD_ID_PERSON = $ID_APP_USER)

(VWD�VHQWHQFLD�UHFXSHUD�ODV�ILODV�GH�OD�WDEOD�3(5621$�FX\R�LGHQWL�
ILFDGRU� GH� OD� SHUVRQD� VHD� LJXDO� DO� LGHQWLILFDGRU� GHO� URO� TXH� KD
LQLFLDGR�OD�VHVLyQ�
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NOTA:

)LOWUR�H[LVWHQWH

3RVHH�XQ�FXDGUR�GH�OLVWD�GHVSOHJDEOH�GRQGH�VH�SXHGH�VHOHFFLRQDU�XQ
ILOWUR�TXH�H[LVWD�VREUH�OD�WDEOD�

Figura 9. Selección de filtro existente

Propagación y herencia de filtros

/D� KHUUDPLHQWD� GH� DVLJQDFLyQ� GH� VHJXULGDG� SHUPLWH� UHXWLOL]DU� ILOWURV
GHILQLGRV� SDUD� GLVWLQWRV� FRPSRQHQWHV�� /D� UHXWLOL]DFLyQ� GH� ILOWURV� HYLWD
WHQHU�TXH�GHILQLU�PXFKRV� ILOWURV�\� IDFLOLWD�HO�GLVHxR�GH� ORV�PRGHORV�GH
VHJXULGDG�� 0HGLDQWH� HO� 'LVHxDGRU� GH� ILOWURV�� HO� DGPLQLVWUDGRU� GHO
VLVWHPD�SXHGH�UHDOL]DU�ODV�VLJXLHQWHV�DFFLRQHV�

/DV�UHODFLRQHV�HQWUH�WDEODV�VH�
HVWDEOHFHQ�PHGLDQWH�FODYHV�
H[WHUQDV��(Q�HO�PDQXDO�
0HWRGRORJtD�GH�GLVHxR�GHO�
PRGHOR�GH�GDWRV�WLHQH�PiV�
LQIRUPDFLyQ�VREUH�ODV�GLVWLQWDV�
UHODFLRQHV�TXH�VH�SXHGHQ�
HVWDEOHFHU�HQWUH�WDEODV�

n 3URSDJDU�HO�ILOWUR�GLVHxDGR�VREUH�XQD�WDEOD�DO�UHVWR�GH�WDEODV�FRQ�
ODV�TXH�pVWD�HVWp�UHODFLRQDGD��/D�SURSDJDFLyQ�FRSLDUi�HO�ILOWUR�TXH�
VH�GHILQH�SDUD�XQ�FRPSRQHQWH�DO�UHVWR�GH�FRPSRQHQWHV�FRQ�ORV�
TXH�HVWp�UHODFLRQDGR�

n &RSLDU�DO�FRPSRQHQWH�DO�TXH�VH�HVWi�GHILQLHQGR�OD�VHJXULGDG��XQ�
ILOWUR�GLVHxDGR�SDUD�RWUD�WDEOD��'H�HVWH�PRGR��VH�SURGXFH�XQD�
KHUHQFLD�GHO�ILOWUR�GH�OD�WDEOD�SDGUH�DO�HOHPHQWR�KLMR�

Propagación de filtros

/RV�ILOWURV�GHILQLGRV�VREUH�XQD�WDEOD�SXHGHQ�SURSDJDUVH�PHGLDQWH�XQD
FODYH�H[WHUQD�D�WRGDV�ODV�WDEODV�FRQ�ODV�TXH�pVWD�HVWp�UHODFLRQDGD�

6H�HVWDEOHFH�XQD� UHODFLyQ�GH�FODYH�H[WHUQD�HQWUH�GRV� WDEODV�VLHPSUH
TXH� XQD� GH� HOODV� FRQWHQJD� XQD� R� PiV� FROXPQDV� TXH� VHDQ� FODYHV
H[WHUQDV��$O� SURSDJDU� XQ� ILOWUR�GHILQLGR� VREUH�XQD� WDEOD�;�� HO� ILOWUR� VH
DSOLFDUi�D�WRGDV� ODV�WDEODV�TXH�FRQWHQJDQ�XQD�FODYH�H[WHUQD�GHILQLGD
VREUH�OD�FODYH�SULPDULD�GH�OD�WDEOD�;��

$�HIHFWRV�SUiFWLFRV��OD�SURSDJDFLyQ�GH�ILOWURV�LPSOLFD�TXH�~QLFDPHQWH
VH�OHHUiQ�GH�ODV�WDEODV�KLMDV�DTXHOORV�UHJLVWURV�TXH�HVWpQ�UHODFLRQDGRV
FRQ�ORV�UHJLVWURV�YLVLEOHV�HQ�OD�WDEOD�SDGUH�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
/D�SURSDJDFLyQ�GH�XQ�ILOWUR�GHILQLGR�VREUH�XQD�WDEOD�D�WRGDV�DTXHOODV
WDEODV�FRQ�ODV�TXH�pVWD�HVWp�UHODFLRQDGD�PHGLDQWH�XQD�FODYH�H[WHUQD�
VH�UHDOL]DUi�DXWRPiWLFDPHQWH�DO�KDFHU�FOLF�HQ�HO�ERWyQ�3URSDJDU�GH�OD
EDUUD�GH�KHUUDPLHQWDV�GH�OD�SHVWDxD�*HQHUDO�GHO�'LVHxDGRU�GH�ILOWURV�

Figura 10.Propagación de tablas

(O�SURJUDPD�GHWHFWD�ODV�WDEODV�UHODFLRQDGDV�FRQ�OD�WDEOD�RULJLQDO�\�OHV
DVLJQD� HO� ILOWUR� HQ� SURSDJDFLyQ�� $O� ILQDOL]DU� OD� RSHUDFLyQ��PXHVWUD� HQ
SDQWDOOD�HO�VLJXLHQWH�PHQVDMH�

Figura 11. Mensaje de conclusión de la propagación del filtro

Herencia de filtros

/D�KHUUDPLHQWD�GH�DVLJQDFLyQ�GH�VHJXULGDG�D�ODV�WDEODV�SHUPLWH�DSOLFDU
VREUH�XQD�WDEOD�XQ�ILOWUR�GHILQLGR�FRQ�DQWHULRULGDG�SDUD�RWUD�WDEOD�

$O� KHUHGDU� XQ� ILOWUR�� VH� HVWi� LQGLFDQGR� DO� VLVWHPD� TXH�� GH� WRGRV� ORV
UHJLVWURV�GH�OD�WDEOD�TXH�KHUHGD�HO�ILOWUR��~QLFDPHQWH�VH�SRGUi�WUDEDMDU
FRQ�DTXpOORV�TXH�VH�FRUUHVSRQGDQ�FRQ�ORV�UHJLVWURV�YLVLEOHV�GH�OD�WDEOD
GH�OD�TXH�VH�KHUHGD�HO�ILOWUR�
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
NOTA:
3DUD�SRGHU�KHUHGDU�XQ�ILOWUR�GH�
RWUD�WDEOD��HV�QHFHVDULR�GHILQLU�
XQD�UHODFLyQ�HQWUH�DPEDV�TXH�
LQGLTXH�TXp�UHJLVWURV�GH�OD�
WDEOD�TXH�KHUHGD�HO�ILOWUR�VH�
FRUUHVSRQGHQ�FRQ�ORV�UHJLVWURV�
YLVLEOHV�R�QR�YLVLEOHV�GH�OD�WDEOD�
FX\R�ILOWUR�VH�KHUHGD��

3DUD�TXH�HO�VLVWHPD�SXHGD�VDEHU�TXp�UHJLVWURV�GH�OD�WDEOD�TXH�KHUHGD
HO�ILOWUR�VH�FRUUHVSRQGHQ�FRQ�FDGD�XQR�GH�ORV�UHJLVWURV�GH�OD�WDEOD�GH�OD
FXDO�VH�KHUHGD��HV�QHFHVDULR�HVWDEOHFHU�XQD�UHODFLyQ�R�-RLQ�HQWUH� ODV
GRV�WDEODV��(VWR�VH�KDFH�GHVGH�OD�SHVWDxD�+HUHGDGR�GHO�'LVHxDGRU�GH
ILOWURV�

Figura 12.Herencia de filtros

6H�SXHGHQ�KHUHGDU�ILOWURV�GH�GRV�IRUPDV��SRU�SURSDJDFLyQ�R�SRU�FUHD�
FLyQ�PDQXDO��/RV� ILOWURV�PDQXDOHV�VH�SXHGHQ�HGLWDU�GHVGH� OD�SHVWDxD
+HUHGDGR��TXH�LQFOX\H�ORV�VLJXLHQWHV�ERWRQHV�

n 0DUFDU�UHODFLyQ�SDUD�ERUUDU��PDUFD�XQD�UHODFLyQ�HQWUH�GRV�WDEODV�
FUHDGD�FRQ�DQWHULRULGDG�SDUD�TXH�VHD�HOLPLQDGD�

n 1XHYD�UHODFLyQ��DO�KDFHU�FOLF�HQ�HVWH�ERWyQ��DSDUHFH�HO�IRUPXODULR�
5HODFLRQHV��GRQGH�VH�LQFOX\HQ�ODV�FDUDFWHUtVWLFDV�GH�XQD�UHODFLyQ�
HVWDEOHFLGD��(Q�HVWH�IRUPXODULR��GHILQD�XQD�KHUHQFLD�GH�ILOWURV�
LQGLFDQGR�ODV�FROXPQDV�GH�ODV�WDEODV�FX\R�YDORU�GHVHD�LJXDODU�

n (GLWDU�UHODFLyQ��SHUPLWH�OD�HGLFLyQ�GH�ODV�UHODFLRQHV�TXH�KD\�HQWUH�
ODV�WDEODV�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
Figura 13.Relaciones entre tablas

(Q� HO� FXDGUR� (OHPHQWRV� VLWXDGR� D� OD� L]TXLHUGD�� VH� HQXPHUDQ� ODV
FROXPQDV�GH�OD�WDEOD�TXH�YD�D�KHUHGDU�HO�ILOWUR��HV�GHFLU��OD�WDEOD�SDUD�OD
FXDO�VH�HVWiQ�GHILQLHQGR�ODV�FRQGLFLRQHV�GH�VHJXULGDG�

(Q� HO� FXDGUR� GH� OLVWD� GHVSOHJDEOH�2EMHWRV� GH� RULJHQ� VLWXDGR� HQ� OD
HVTXLQD�VXSHULRU�GHUHFKD��VH�LQFOX\HQ�WRGDV�ODV�WDEODV�SDUD�ODV�TXH�VH
KD�GHILQLGR�XQ�ILOWUR�GH�VHJXULGDG�HQ�HO�PDUFR�GHO�PLVPR�065�TXH�VH
HVWi�XWLOL]DQGR�

(Q�HO�FXDGUR�(OHPHQWRV�GH�RULJHQ�VLWXDGR�D�OD�GHUHFKD��VH�PXHVWUDQ
ORV�HOHPHQWRV�GH�OD�WDEOD�RULJHQ�FX\R�ILOWUR�VH�TXLHUH�KHUHGDU�

(Q� ODV�FROXPQDV�&DPSR�� VH� LQFOX\HQ� ORV�SDUHV�GH�FROXPQDV�TXH�VH
TXLHUHQ�LJXDODU�SDUD�FUHDU�OD�UHODFLyQ�HQWUH�ODV�GRV�WDEODV��/D�UHODFLyQ
HQWUH� ODV� FROXPQDV� SXHGH� HVWDEOHFHUVH� PDQXDOPHQWH�� PHGLDQWH� ORV
ERWRQHV�GH�IOHFKD��R�DXWRPiWLFDPHQWH��KDFLHQGR�FOLF�HQ�HO�ERWyQ�$XWR�
PiWLFR�� (Q� HVWH� FDVR�� HO� SURJUDPD� GHWHFWD� ODV� FROXPQDV� FRPXQHV
HQWUH�ORV�HOHPHQWRV�GH�DPERV�H[WUHPRV�GH�OD�YHQWDQD��HOHPHQWR�RULJHQ
\�HOHPHQWR�GHVWLQR��\�ORV�LQFOX\H�HQ�OD�WDEOD�FHQWUDO�

6L� GHVHD� ERUUDU� DOJXQD� GH� ODV� UHODFLRQHV� D� QLYHO� GH� FROXPQD�� VHOHF�
FLRQH� ODV� FROXPQDV� TXH� YD� D� HOLPLQDU� GH� OD� KHUHQFLD� \� KDJD� FOLF� HQ
(OLPLQDU��$O�KDFHU�FOLF�HQ�$FHSWDU��VH�GHILQH�OD�UHODFLyQ�HQWUH�FROXPQDV
UHJLVWUDGD�HQ�OD�WDEOD�FHQWUDO��\�VH�YXHOYH�D�OD�YHQWDQD�GHO�'LVHxDGRU�GH
ILOWURV��$TXt�VH�SXHGHQ�YHU�ODV�FDUDFWHUtVWLFDV�GH�OD�UHODFLyQ�TXH�VH�KD
HVWDEOHFLGR�HQWUH�ODV�WDEODV�
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
NOTA:

Figura 14.Relación establecida entre las tablas

(Q�HVWD�YHQWDQD��VH�LQFOX\HQ�ORV�VLJXLHQWHV�SDUiPHWURV��

l 2EMHWR�SDGUH��HOHPHQWR�RULJHQ�GHO�TXH�VH�KHUHGD�HO�ILOWUR�

l )LOWUR��VHQWHQFLD�64/�GHO�ILOWUR�KHUHGDGR�

l (QOD]DU��VHQWHQFLD�GH�LJXDODFLyQ�GH�ODV�FROXPQDV�TXH�FRQVWLWX\H�
OD�UHODFLyQ�HVWDEOHFLGD�HQWUH�ODV�WDEODV�RULJHQ�\�GHVWLQR�GHO�ILOWUR�

l $XWRU��FyGLJR�LGHQWLILFDWLYR�GH�XVXDULR�GHO�DXWRU�GHO�ILOWUR�

/RV�FDPELRV�LQWURGXFLGRV�QR�
WHQGUiQ�YDOLGH]�KDVWD�TXH�VH�
KDJD�FOLF�HQ�HO�ERWyQ�*XDUGDU�
GH�OD�EDUUD�GH�KHUUDPLHQWDV�

)LQDOPHQWH��H[LVWH�HO�FXDGUR�GH�JUXSR�8VDU��TXH�SUHVHQWD�XQ�FXDGUR�GH
OLVWD�GHVSOHJDEOH��0pWRGRV��GRQGH�VH�GHILQH�HO� WLSR�GH�SHUPLVR�TXH
FDUDFWHUL]D�DO�ILOWUR�TXH�VH�KHUHGD��6HOHFFLRQDU��3HUVLVWLU��,QVHUWDU��$FWXD�
OL]DU��HWF��

Seguridad a nivel de Meta4Objects

8QD�WDEOD�SXHGH�XWLOL]DUVH�HQ�OD�GHILQLFLyQ�GH�XQD�R�PiV�HVWUXFWXUDV�GH
QRGR��$�VX�YH]��HVWDV�HVWUXFWXUDV�GH�QRGR�SXHGHQ�XWLOL]DUVH�HQ�P~OWL�
SOHV�0HWD�2EMHFWV�

(O�0HWD�2EMHFW�DFW~D�FRPR�LQWHUID]�HQWUH�OD�EDVH�GH�GDWRV�\�OD�DSOLFD�
FLyQ�GLVHxDGD�FRQ� OD�DSOLFDFLyQ�0HWD����7RGRV� ORV�DFFHVRV�\�RSHUD�
FLRQHV�TXH�VH�KDJDQ�VREUH�ORV�GDWRV�GH�OD�EDVH�GH�GDWRV��HPSOHDUiQ
0HWD�2EMHFWV��

8Q�0HWD�2EMHFW�QR�VyOR�UHFRJH�LQIRUPDFLyQ�GH�OD�EDVH�GH�GDWRV��VLQR
TXH� WDPELpQ� HQFDSVXOD� ODV� LQVWUXFFLRQHV� GH� SURFHVDPLHQWR� TXH� VH
SXHGHQ� HMHFXWDU� VREUH� HVWRV� GDWRV�� /DV� LQVWUXFFLRQHV� GH� SURFHVD�
PLHQWR�VH�GHILQHQ�PHGLDQWH�HOHPHQWRV�GH�WLSR�PpWRGR�R�FRQFHSWR��(O
DGPLQLVWUDGRU� GHO� VLVWHPD� SRGUi� FRQFHGHU� SHUPLVRV� VREUH� ORV
0HWD�2EMHFWV� \� VREUH� FDGD� XQR� GH� VXV� FRPSRQHQWHV�� QRGRV� \
HOHPHQWRV�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
NOTA:

$O� LJXDO� TXH� VXFHGtD� FRQ� ODV� WDEODV�� PHGLDQWH� ORV� 065V� HV� SRVLEOH
GLVHxDU� SHUILOHV� GH� VHJXULGDG�TXH� LQFOX\DQ� XQ� FRQMXQWR� GH�SHUPLVRV
VREUH�XQR�R�PiV�0HWD�2EMHFWV�

8Q� PLVPR� 065� UHFRJH� ORV� GLIHUHQWHV� SHUPLVRV� VREUH� XQR� R� PiV
0HWD�2EMHFWV�� (O� FRQMXQWR� GH� SHUPLVRV� FRUUHVSRQGLHQWHV� D� XQ
0HWD�2EMHFW�FRQIRUPDQ�XQD�PiVFDUD��

/DV� PiVFDUDV� SXHGHQ� UHXWLOL]DUVH� HQ� PiV� GH� XQ� 065�� HV� GHFLU�� VH
SXHGH�HQFRQWUDU�GRV�065V�TXH�FRPSDUWDQ�XQD�PLVPD�PiVFDUD�SDUD
XQ�PLVPR�0HWD�2EMHFW��'H�HVWH�PRGR��DPERV�065V�WHQGUiQ�LGpQWLFRV
SHUPLVRV�VREUH�HO�0HWD�2EMHFW�

(Q�OD�EDUUD�GH�KHUUDPLHQWDV�GH�065��KDJD�FOLF�HQ�HO�ERWyQ�6HJXULGDG
0HWD�2EMHFWV�SDUD�WHQHU�DFFHVR�D�OD�YHQWDQD�GH�GHILQLFLyQ�GH�VHJX�
ULGDG� VREUH� 0HWD�2EMHFWV�� $SDUHFHUi� OD� YHQWDQD� 0iVFDUDV� GH
0HWD�2EMHFWV�SDUD�065��FRQ� ORV�0HWD�2EMHFWV�\� ODV�PiVFDUDV�TXH
FRPSRQHQ�HO�065�VHOHFFLRQDGR�

6REUH�XQ�0HWD�2EMHFW�SXHGHQ�
GHILQLUVH�WDQWDV�PiVFDUDV�
FRPR�VH�GHVHH��DXQTXH��
SRVWHULRUPHQWH��DO�DVLJQDU�
SHUPLVRV�VREUH�WDUHDV�D�XQ�
XVXDULR�PHGLDQWH�HO�'LVHxDGRU�
GH�UROHV�GH�DSOLFDFLyQ��QR�VH�
SRGUi�DVLJQDU�PiV�TXH�XQD�
PiVFDUD�SDUD�FDGD�
0HWD�2EMHFW��

Figura 15.Máscaras de Meta4Objects

(Q�OD�EDUUD�GH�KHUUDPLHQWDV�VH�LQFOX\HQ�ORV�VLJXLHQWHV�ERWRQHV�

l $xDGLU�0HWD�2EMHFW�D�OD�OLVWD��DJUHJD�XQ�QXHYR�0HWD�2EMHFW�DO�
065��TXH�VH�VHOHFFLRQDUi�PHGLDQWH�XQ�ILOWUR�

l *UDED�OD�VHJXULGDG�GH�ORV�0HWD�2EMHFW��DUFKLYD�ODV�
PRGLILFDFLRQHV�UHDOL]DGDV�

l (OLPLQD�HO�0HWD�2EMHFW�VHOHFFLRQDGR�GH�OD�OLVWD��HOLPLQD�XQ�
0HWD�2EMHFW�GHO�065�
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
3DUD� YLVXDOL]DU� ODV� GLIHUHQWHV� PiVFDUDV� GHILQLGDV� SDUD� XQ� PLVPR
0HWD�2EMHFW�� KDJD� FOLF� HQ� HO� ERWyQ� TXH� DSDUHFH� MXQWR� D� OD� FROXPQD
0iVFDUD��VH�DEULUi�OD�VLJXLHQWH�YHQWDQD�

Figura 16.Máscaras del Meta4Object

'HVGH�HVWD�YHQWDQD��SXHGH�UHDOL]DU�ODV�VLJXLHQWHV�RSHUDFLRQHV�

l (GLWRU�GH�PiVFDUDV��HGLWD�OD�PiVFDUD�VHOHFFLRQDGD�

l 1XHYR��FUHD�XQD�QXHYD�PiVFDUD�SDUD�HO�0HWD�2EMHFW�
VHOHFFLRQDGR�

l %RUUDU��HOLPLQD�XQD�PiVFDUD�

$O�KDFHU�FOLF�HQ�(GLWRU�GH�PiVFDUDV��VH�YLVXDOL]DQ�ODV�FDUDFWHUtVWLFDV
GH�OD�PiVFDUD�VHOHFFLRQDGD�

Figura 17.Editor de máscaras

$�OD�L]TXLHUGD�GH�OD�YHQWDQD��DSDUHFH�XQ�SDQHO�GH�QDYHJDFLyQ��GRQGH
VH�PXHVWUD�HO�0HWD�2EMHFW�DO�TXH�SHUWHQHFH�GLFKD�PiVFDUD��3DUD�YHU�OD
HVWUXFWXUD�GHO�0HWD�2EMHFW��GHVSOLHJXH�VXV�VXFHVLYDV�HQWUDGDV�VREUH
HO�SDQHO�GH�QDYHJDFLyQ�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
$�OD�GHUHFKD��VH�HQFXHQWUD�HO�SDQHO�GH�DWULEXWRV�GH�VHJXULGDG��6HOHF�
FLyQHORV� HQ� HO� SDQHO� GH� QDYHJDFLyQ� SDUD� YHU� ORV� SHUPLVRV� GHILQLGRV
VREUH� ORV� GLIHUHQWHV� HOHPHQWRV� GHO� 0HWD�2EMHFW� PRVWUDGR� D� OD
L]TXLHUGD�

(V� SRVLEOH� FRQFHGHU� SHUPLVRV� D� QLYHO� GH�0HWD�2EMHFW�� GH� QRGR�� GH
HVWUXFWXUD�GH�QRGR�\�GH�HOHPHQWR��$GHPiV��H[LVWHQ�RSFLRQHV�SDUD�TXH
ORV�SHUPLVRV�FRQFHGLGRV�D�QLYHO�GH�0HWD�2EMHFW�VHDQ�KHUHGDGRV�SRU
WRGRV� VXV� FRPSRQHQWHV�� 'H� OD� PLVPD� IRUPD�� ORV� SHUPLVRV� TXH� VH
FRQFHGDQ�D�QLYHO�GH�QRGR�SRGUiQ�VHU�KHUHGDGRV�SRU�OD�HVWUXFWXUD�GH
QRGR� VREUH� OD� TXH� VH� KD\DQ� GHILQLGR� \� SRU� VXV� FRUUHVSRQGLHQWHV
HOHPHQWRV�� )LQDOPHQWH�� ORV� SHUPLVRV� TXH� VH� FRQFHGDQ� VREUH� HVWUXF�
WXUDV�GH�QRGR�SRGUiQ�VHU�KHUHGDGRV�SRU�WRGRV�VXV�HOHPHQWRV�

/RV�SHUPLVRV�TXH�SXHGHQ�DVLJQDUVH�YDUtDQ�HQ�IXQFLyQ�GHO�FRPSRQHQWH
GH�OD�HVWUXFWXUD�GHO�0HWD�2EMHFW�VREUH�HO�TXH�VH�WUDEDMH��$�FRQWLQXD�
FLyQ�� VH� H[SOLFDQ� ORV� SHUPLVRV� GLVSRQLEOHV� SDUD� FDGD� XQR� GH� ORV
QLYHOHV�

Permisos a nivel de Meta4Object

$� QLYHO� GH� 0HWD�2EMHFW�� VH� SXHGHQ� FRQFHGHU� SHUPLVRV� GH� OHFWXUD�
HVFULWXUD�� ERUUDGR�� HMHFXFLyQ� \� FRQWLQXD� FDVFDGD�� VL� ELHQ�� SDUD� TXH
WHQJDQ� HIHFWR�� GHEHUiQ� H[LVWLU� ORV� SHUPLVRV� QHFHVDULRV� D� QLYHO� GH
HOHPHQWR��$Vt�� ORV�SHUPLVRV�D�QLYHO�GH�0HWD�2EMHFW�WLHQHQ�FRPR�SULQ�
FLSDO�REMHWLYR�VLPSOLILFDU�OD�DVLJQDFLyQ�GH�SHUPLVRV�D�QLYHOHV�LQIHULRUHV
SRU�SURSDJDFLyQ�

Figura 18.Permisos a nivel de Meta4Object
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
NOTA:

n /HFWXUD��ORV�XVXDULRV�LQFOXLGRV�HQ�HO�SHUILO�GH�VHJXULGDG�SRGUiQ�
OHHU�WRGRV�ORV�GDWRV�UHFXSHUDEOHV�SRU�HO�0HWD�2EMHFW��VLHPSUH�TXH�
WHQJDQ�SHUPLVRV�GH�OHFWXUD�VREUH�ORV�HOHPHQWRV�QHFHVDULRV��DVt�
FRPR�VREUH�ODV�WDEODV�VREUH�ODV�TXH�VH�KD�GHILQLGR�HO�
0HWD�2EMHFW��/RV�SHUPLVRV�GH�OHFWXUD�VyOR�VH�SXHGHQ�DSOLFDU�D�ORV�
HOHPHQWRV�GH�WLSR�FROXPQD��FRQFHSWR�\�SURSLHGDG�

n (VFULWXUD��ORV�XVXDULRV�LQFOXLGRV�HQ�HO�SHUILO�GH�VHJXULGDG�SRGUiQ�
DJUHJDU�QXHYRV�UHJLVWURV�HQ�HO�0HWD�2EMHFW��\�PRGLILFDU�ORV�
YDORUHV�GH�ORV�UHJLVWURV�UHFXSHUDGRV�SRU�HO�0HWD�2EMHFW��VLHPSUH�
TXH�WHQJDQ�SHUPLVRV�GH�HVFULWXUD�\�DFWXDOL]DFLyQ�VREUH�ORV�
HOHPHQWRV�QHFHVDULRV��DVt�FRPR�VREUH�ODV�WDEODV�VREUH�ODV�TXH�VH�
KD�GHILQLGR�HO�0HWD�2EMHFW��/RV�SHUPLVRV�GH�HVFULWXUD�VyOR�VH�
SXHGHQ�DSOLFDU�D�ORV�HOHPHQWRV�GH�WLSR�FROXPQD��FRQFHSWR�\�
SURSLHGDG�

n %RUUDU��ORV�XVXDULRV�LQFOXLGRV�HQ�HO�SHUILO�GH�VHJXULGDG�SRGUiQ�
ERUUDU�ORV�UHJLVWURV�UHFXSHUDGRV�SRU�HO�0HWD�2EMHFW��VLHPSUH�TXH�
WHQJDQ�SHUPLVRV�GH�ERUUDGR�VREUH�ORV�HOHPHQWRV�
FRUUHVSRQGLHQWHV��DVt�FRPR�VREUH�ODV�WDEODV�VREUH�ODV�TXH�VH�KD�
GHILQLGR�HO�0HWD�2EMHFW��/RV�SHUPLVRV�GH�ERUUDGR�VyOR�VH�SXHGHQ�
DSOLFDU�D�ORV�HOHPHQWRV�GH�WLSR�FROXPQD��FRQFHSWR�\�SURSLHGDG�

n (MHFXWDU��ORV�XVXDULRV�LQFOXLGRV�HQ�HO�SHUILO�GH�VHJXULGDG�SRGUiQ�
HMHFXWDU�ORV�PpWRGRV�\�FRQFHSWRV�GHO�0HWD�2EMHFW��VLHPSUH�TXH�
WHQJDQ�ORV�SHUPLVRV�QHFHVDULRV�D�QLYHO�GH�HOHPHQWR�

n &RQWLQXD�FDVFDGD��HO�XVXDULR�GHFLGH�VL�TXLHUH�GHWHQHU�OD�
HMHFXFLyQ�HQ�FDVFDGD�R�QR��KDELOLWDQGR�HO�ERUUDGR�GH�ORV�QRGRV�
KLMRV�FXDQGR�VH�GHWHFWHQ�HUURUHV��(VWR�VyOR�WLHQH�VHQWLGR�D�QLYHO�GH�
PpWRGR�\�FRQFHSWR�

Permisos a nivel de nodo

6H� SXHGH� FRQFHGHU� D� FDGD� QRGR� SHUPLVRV� GH� HVFULWXUD�� OHFWXUD�
ERUUDGR�� HMHFXFLyQ� \� FRQWLQXD� FDVFDGD�� (VWRV� SHUPLVRV� WLHQHQ� HO
PLVPR� VLJQLILFDGR� \� ODV� PLVPDV� UHVWULFFLRQHV� TXH� ORV� SHUPLVRV� GHO
PLVPR�QRPEUH�GHILQLGRV�D�QLYHO�GH�0HWD�2EMHFW�HQ�HO�DSDUWDGR�DQWH�
ULRU��$�QLYHO�GH�QRGR�VH�SXHGH�GHILQLU�DGHPiV�RWUR�WLSR�GH�SHUPLVR�

n )LOWUR�GLQiPLFR��VL�DFWLYD�HVWH�SHUPLVR��SRGUi�FDPELDU�ODV�
FRQGLFLRQHV�GH�ODV�VHQWHQFLDV�GH�OD�HVWUXFWXUD�GH�QRGR�

(Q�HO�FDVR�GH�TXH�VH�SURGX]FD�
XQ�FRQIOLFWR�HQWUH�ORV�SHUPLVRV�
DVLJQDGRV�D�GRV�HOHPHQWRV�
UHODFLRQDGRV�MHUiUTXLFDPHQWH��
HO�VLVWHPD�VLHPSUH�DGRSWDUi�
ORV�SHUPLVRV�PiV�UHVWULFWLYRV�

$GHPiV�GH�HVWRV�SHUPLVRV��VH�SXHGH�GHILQLU�XQ�1XHYR�ILOWUR�HVWiQGDU
D�QLYHO�GH�QRGR�R�XQ�1XHYR�ILOWUR�DYDQ]DGR��GH�PRGR�VLPLODU�D�FRPR
VH�KDFtD�D�QLYHO�GH�WDEOD�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
(V� LPSRUWDQWH� UHFRUGDU�TXH�� VL�VH�KD�GLVHxDGR�XQ� ILOWUR�GH�VHJXULGDG
VREUH�XQD�WDEOD��HVWH�ILOWUR�VH�DSOLFDUi�D�WRGDV�ODV�HVWUXFWXUDV�GH�QRGR�\
QRGRV�TXH�VH�KD\DQ�GHILQLGR�D�SDUWLU�GH�HVD� WDEOD��6L�VH�SURGXFH�XQ
FRQIOLFWR�HQWUH�HO�ILOWUR�GH�VHJXULGDG�GHILQLGR�VREUH�XQ�QRGR�\�HO�GHILQLGR
VREUH� OD� WDEOD�D�SDUWLU�GH� OD�FXDO� VH�KD�GLVHxDGR�HO�QRGR��HO� VLVWHPD
XQLUi� ODV� FRQGLFLRQHV� GH� ORV� GRV� ILOWURV� \� RSWDUi� SRU� OD� IyUPXOD� PiV
UHVWULFWLYD�SRVLEOH�

Permisos a nivel de estructura de nodo

3DUD� FDGD� XQD� GH� ODV� HVWUXFWXUDV� GH� QRGR� GH� XQ� 0HWD�2EMHFW�� VH
SRGUiQ�FRQFHGHU�SHUPLVRV�GH�OHFWXUD��HVFULWXUD��ERUUDGR��HMHFXFLyQ�\
FRQWLQXD�FDVFDGD��$O� LJXDO�TXH�HQ�HO�FDVR�GH�ORV�SHUPLVRV�D�QLYHO�GH
0HWD�2EMHFW��FXDQGR�VH�DVLJQD�XQ�SHUPLVR�D�XQD�HVWUXFWXUD�GH�QRGR�
ORV�HOHPHQWRV�KHUHGDQ�HVH�SHUPLVR�

(O�VLJQLILFDGR�GH�ORV�SHUPLVRV�FRLQFLGH�FRQ�ORV�GH�ORV�GHILQLGRV�D�QLYHO
GH�0HWD�2EMHFW�

n /HFWXUD��HO�XVXDULR�SXHGH�OHHU�ORV�UHJLVWURV�UHFXSHUDGRV�SRU�OD�
HVWUXFWXUD�GH�QRGR�

n (VFULWXUD��HO�XVXDULR�SXHGH�DJUHJDU�QXHYRV�UHJLVWURV�D�OD�
HVWUXFWXUD�GH�QRGR�\�PRGLILFDU�ORV�YDORUHV�GH�ORV�UHJLVWURV�
UHFXSHUDGRV�SRU�OD�HVWUXFWXUD�GH�QRGR�

n %RUUDU��HO�XVXDULR�SXHGH�ERUUDU�UHJLVWURV�GHO�FRQMXQWR�GH�UHJLVWURV�
UHFXSHUDGRV�SRU�OD�HVWUXFWXUD�GH�QRGR��

n (MHFXWDU��HO�XVXDULR�SXHGH�HMHFXWDU�ORV�HOHPHQWRV�GH�WLSR�PpWRGR�
\�FRQFHSWR�GHILQLGRV�HQ�OD�HVWUXFWXUD�GH�QRGR�

n &RQWLQXD�FDVFDGD��HO�XVXDULR�GHFLGH�VL�TXLHUH�GHWHQHU�OD�
HMHFXFLyQ�HQ�FDVFDGD�R�QR��KDELOLWDQGR�HO�ERUUDGR�GH�ORV�QRGRV�
KLMRV�FXDQGR�VH�GHWHFWHQ�HUURUHV��(VWR�VyOR�WLHQH�VHQWLGR�D�QLYHO�GH�
PpWRGR�\�FRQFHSWR�

(Q�WRGRV�ORV�FDVRV�DQWHULRUHV��SDUD�TXH�ORV�SHUPLVRV�GHILQLGRV�VREUH�OD
HVWUXFWXUD� GH� QRGR� IXQFLRQHQ� FRUUHFWDPHQWH�� VHUi� QHFHVDULR� TXH� HO
XVXDULR�GLVSRQJD�GH� HVH�PLVPR�SHUPLVR� VREUH� ORV�FRUUHVSRQGLHQWHV
HOHPHQWRV��DVt�FRPR�VREUH�ODV�WDEODV�VREUH�ODV�TXH�VH�KD�GLVHxDGR�OD
HVWUXFWXUD�GH�QRGR�
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
NOTA:

Permisos a nivel de elemento

(O�~OWLPR�QLYHO�GH�SHUPLVRV�VH�SXHGH�FRQFHGHU�D�QLYHO�GH�HOHPHQWR��(Q
HVWH�FDVR�VH�SXHGHQ�FRQFHGHU�ORV�VLJXLHQWHV�SHUPLVRV�

n /HFWXUD��VyOR�VH�DSOLFD�VREUH�ORV�HOHPHQWRV�GH�WLSR�FDPSR��
FRQFHSWR�\�SURSLHGDG��6L�VH�DFWLYD�HVWH�SHUPLVR��HO�XVXDULR�SRGUi�
OHHU�HO�YDORU�GHO�HOHPHQWR��VLHPSUH�TXH�VH�KD\D�FRQFHGLGR�
SHUPLVR�GH�OHFWXUD�VREUH�OD�FROXPQD�\�OD�WDEOD�GH�ODV�FXDOHV�WRPD�
YDORU�HO�HOHPHQWR�GH�OD�HVWUXFWXUD�GH�QRGR�

n (VFULWXUD��VyOR�VH�DSOLFD�VREUH�ORV�HOHPHQWRV�GH�WLSR�FDPSR��
FRQFHSWR�\�SURSLHGDG��6L�VH�DFWLYD�HVWH�SHUPLVR��HO�XVXDULR�SRGUi�
HVFULELU�R�VREUHVFULELU�HO�YDORU�GHO�HOHPHQWR��GHSHQGLHQGR�GH�VL�VH�
LQVHUWD�XQ�QXHYR�UHJLVWUR�R�VH�DFWXDOL]D�XQR�H[LVWHQWH���VLHPSUH�
TXH�VH�KD\D�FRQFHGLGR�SHUPLVR�GH�HVFULWXUD�VREUH�OD�FROXPQD�\�
WDEOD�GH�ODV�TXH�WRPD�YDORU�HO�HOHPHQWR�GH�OD�HVWUXFWXUD�GH�QRGR�

3RU�HMHPSOR��VL�VH�KD�
FRQFHGLGR�SHUPLVR�GH�ERUUDGR�
D�QLYHO�GH�HVWUXFWXUD�GH�QRGR��
SHUR�QR�HQ�WRGRV�ORV�HOHPHQWRV�
GH�OD�HVWUXFWXUD�GH�QRGR��HO�
XVXDULR�QR�SRGUi�ERUUDU�ORV�
UHJLVWURV�GH�OD�HVWUXFWXUD�GH�
QRGR��(V�SUHFLVR�UHFRUGDU�TXH��
DQWH�XQ�FRQIOLFWR�GH�SHUPLVRV��
HO�VLVWHPD�VLHPSUH�DGRSWDUi�
ORV�SHUPLVRV�PiV�UHVWULFWLYRV�

n %RUUDU��VyOR�VH�DSOLFD�VREUH�ORV�HOHPHQWRV�GH�WLSR�FDPSR��
FRQFHSWR�\�SURSLHGDG��&RPR�QR�HV�SRVLEOH�ERUUDU�HO�YDORU�GH�XQ�
HOHPHQWR�GH�XQD�HVWUXFWXUD�GH�QRGR��VyOR�VH�SXHGHQ�ERUUDU�
UHJLVWURV�FRPSOHWRV���HO�JHVWRU�GHEHUi�FRPSUREDU�TXH�VH�KD�
FRQFHGLGR�HVWH�SHUPLVR�D�WRGRV�ORV�HOHPHQWRV�GH�XQD�HVWUXFWXUD�
GH�QRGR�SDUD�OD�TXH�VH�KD\D�FRQFHGLGR�SHUPLVR�GH�ERUUDGR�

n (MHFXWDU��VyOR�VH�DSOLFDUi�D�HOHPHQWRV�GH�WLSR�FRQFHSWR�R�PpWRGR�

n &RQWLQXD�FDVFDGD��VyOR�VH�DSOLFDUi�D�HOHPHQWRV�GH�WLSR�FRQFHSWR�
R�PpWRGR��3HUPLWH�FRUWDU�OD�HMHFXFLyQ�HQ�FDVFDGD�

6H� KD� FUHDGR� XQ� HOHPHQWR� QXHYR� OODPDGR�0pWRGRV� GH� VLVWHPD�� TXH
UHFRJH�WRGRV�ORV�PpWRGRV�TXH�WLHQH�HO�VLVWHPD��$�HVWRV�HOHPHQWRV�VH
OHV�SXHGH�DVLJQDU� ORV�PLVPRV�SHUPLVRV�TXH�D� ORV�HOHPHQWRV�GH� WLSR
PpWRGR�

(O�(GLWRU�GH�PiVFDUDV�SUHVHQWD�XQD�VHULH�GH�ERWRQHV�DGLFLRQDOHV�SDUD
OD�FRQFHVLyQ�GH�SHUPLVRV�VREUH�ORV�QRGRV�\�ODV�HVWUXFWXUDV�GH�QRGR�GH
XQ�0HWD�2EMHFW��

l $SOLFDU�WRGR��DSOLFD�XQ�SHUILO�GH�VHJXULGDG�GHILQLGR�D�QLYHO�GH�
0HWD�2EMHFW�R�QRGR�D�WRGRV�ORV�FRPSRQHQWHV�\��HQ�SDUWLFXODU��D�
ORV�HOHPHQWRV��(VWD�KHUUDPLHQWD�VLPSOLILFD�OD�WDUHD�GH�DVLJQDU�
GHWHUPLQDGRV�SHUPLVRV�VREUH�OD�WRWDOLGDG�GH�ORV�HOHPHQWRV�GH�XQ�
0HWD�2EMHFW�

l $SOLFDU�DXWRPiWLFDPHQWH��WLHQH�OD�PLVPD�IXQFLyQ�GH�SURSDJDFLyQ�
GH�SHUPLVRV�TXH�OD�KHUUDPLHQWD�DQWHULRU��FRQ�OD�GLIHUHQFLD�GH�TXH�
FRQVHUYD�ORV�SHUPLVRV�SUHYLRV�TXH�SXHGD�KDEHU�D�QLYHO�GH�
HOHPHQWR�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
NOTA:
/DV�RSFLRQHV�GH�HGLFLyQ�\�
ERUUDGR�GH�ILOWURV�DSDUHFHQ�
DFWLYDV�~QLFDPHQWH�FXDQGR�VH�
DVLJQDQ�SHUPLVRV�D�QLYHO�GH�
QRGR�

l (GLWDU�ILOWUR��FRQFHGH�DFFHVR�DO�(GLWRU�64/�SDUD�GHILQLU�ILOWURV�GH�
VHJXULGDG�D�QLYHO�GH�QRGR�

l (GLWDU�ILOWUR�HVWiQGDU�FRPR�DYDQ]DGR��HGLWD�XQ�ILOWUR�HVWiQGDU�
FRPR�XQ�ILOWUR�DYDQ]DGR�

l %RUUDU�ILOWUR��ERUUD�XQ�ILOWUR�H[LVWHQWH�GHILQLGR�D�QLYHO�GH�QRGR�

6H� SRGUiQ� GLVHxDU� ILOWURV� GH� GDWRV� SDUD� FDGD� XQR� GH� ORV� QRGRV� GHO
0HWD�2EMHFW��

/RV�ILOWURV�SHUPLWHQ�OLPLWDU�ORV�UHJLVWURV�TXH�VH�YDQ�D�SRGHU�OHHU��ERUUDU�
DFWXDOL]DU� R� DJUHJDU� DO� QRGR�� 'HILQHQ� XQDV� FRQGLFLRQHV� VREUH� ORV
HOHPHQWRV�GH� OD�HVWUXFWXUD�GH�QRGR��GH� IRUPD�TXH� OD�PiVFDUD�~QLFD�
PHQWH� SHUPLWH� WUDEDMDU� FRQ� ORV� UHJLVWURV� TXH� FXPSOHQ� HVDV� FRQGL�
FLRQHV�

/RV� ILOWURV�DSOLFDEOHV�D�QLYHO� GH� QRGR� VyOR� VH�SXHGHQ�GHILQLU� FRPSD�
UDQGR�ORV�YDORUHV�GH�ORV�HOHPHQWRV�GH�WLSR�FROXPQD�FRQ�YDORUHV�FRQV�
WDQWHV��

(Q� HO� FDVR� GH� TXH� H[LVWD� XQ� ILOWUR� GH� VHJXULGDG� GHILQLGR� VREUH� ODV
WDEODV��D�SDUWLU�GH�ODV�FXDOHV�VH�KD�GHILQLGR�OD�HVWUXFWXUD�XWLOL]DGD�SRU�HO
QRGR��HO�VLVWHPD�DSOLFDUi� ODV�FRQGLFLRQHV� LQGLFDGDV�HQ� ORV�GRV�ILOWURV�
HV�GHFLU��VH�DSOLFDUiQ�ORV�ILOWURV�GHILQLGRV�D�QLYHO�GH�WDEOD�\�GH�QRGR����

)LQDOPHQWH�� GHVGH� OD� EDUUD� GH� KHUUDPLHQWDV� JHQHUDO� GHO� (GLWRU� GH
PiVFDUDV��SXHGH�FUHDU�XQD�QXHYD�PiVFDUD�FRQ�HO�ERWyQ�1XHYD��'H
HVWH�PRGR��VH�WLHQH�DFFHVR�D�OD�VLJXLHQWH�YHQWDQD�

Figura 19.Crear máscara

6HOHFFLRQH� OD� RSFLyQ� 0DQXDO� SDUD� GHILQLU� HO� QRPEUH� GH� OD� QXHYD
PiVFDUD�\�DVLJQH�PDQXDOPHQWH�ORV�SHUPLVRV��/HFWXUD��(VFULELU��%RUUDU�
(MHFXWDU�\�&RQWLQXD�FDVFDGD��TXH��SRU�GHIHFWR��VH�DSOLFDUiQ�D�WRGRV�ORV
FRPSRQHQWHV�GHO�0HWD�2EMHFW�DO�TXH�HVWi�DVRFLDGD�OD�QXHYD�PiVFDUD��

3RU� RWUD� SDUWH�� DO� VHOHFFLRQDU� OD� RSFLyQ�'H� 065� \� GLFFLRQDULR�� VH
SXHGH�GHILQLU�XQD�QXHYD�PiVFDUD�VREUH�HO�0HWD�2EMHFW�VHOHFFLRQDGR�
DSOLFDQGR� DO� 0HWD�2EMHFW� ORV� PLVPRV� SHUPLVRV� H[LVWHQWHV� VREUH� ODV
WDEODV�TXH�OR�FRPSRQHQ��'H�HVWH�PRGR��HV�SRVLEOH�DVHJXUDU�OD�FRKH�
UHQFLD�HQ�OD�FRQFHVLyQ�GH�SHUPLVRV�VREUH�WDEODV�\�0HWD�2EMHFWV��
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
NOTA:

6H�SXHGH�FRSLDU�XQ�SHUILO�GH�VHJXULGDG�SDUD�XQ�FRPSRQHQWH�GHWHUPL�
QDGR� GHO� 0HWD�2EMHFW� \� DSOLFDUOR� D� RWURV� HOHPHQWRV� PHGLDQWH� ORV
ERWRQHV�&RSLDU�\�3HJDU�

/RV�FDPELRV�LQWURGXFLGRV�QR�
WHQGUiQ�YDOLGH]�KDVWD�TXH�VH�
KDJD�FOLF�HQ�HO�ERWyQ�*XDUGDU�
GH�OD�EDUUD�GH�KHUUDPLHQWDV�

Seguridad desde las herramientas de diseño

'HVGH� ODV� KHUUDPLHQWDV� GH� GLVHxR�� WDPELpQ� VH� SXHGH� DVLJQDU� VHJX�
ULGDG�D�ORV�FRPSRQHQWHV�HQ�WLHPSR�GH�GLVHxR�

n 'LVHxDGRU�GH�0HWD�2EMHFW��SHUPLWH�DVLJQDU�VHJXULGDG�D�ORV�
0HWD�2EMHFWV�HQ�WLHPSR�GH�GLVHxR�

n 'LVHxDGRU�GH�PRGHORV�GH�GDWRV��SHUPLWH�DVLJQDU�VHJXULGDG�D�
WDEODV�HQ�WLHPSR�GH�GLVHxR�

/DV� KHUUDPLHQWDV� GH� GLVHxR� VRQ�� HQ� SULQFLSLR�� LQGHSHQGLHQWHV� GH� OD
KHUUDPLHQWD�GH�VHJXULGDG��6LQ�HPEDUJR��FRPR�VH�YHUi�PiV�DGHODQWH�
ORV�PyGXORV�GH�GLVHxR�\�GH�DVLJQDFLyQ�GH�VHJXULGDG�HVWiQ�FRQHFWDGRV
D�XQ�FLHUWR�QLYHO�

Seguridad a nivel de Meta4Objects

(V�SRVLEOH�GHILQLU�OD�VHJXULGDG�D�QLYHO�GH�0HWD�2EMHFWV��QRGRV��HVWUXF�
WXUDV� GH� QRGR� \� HOHPHQWRV� GHVGH� HO� 'LVHxDGRU� GH� 0HWD�2EMHFW�
GRQGH�H[LVWH�XQ�DSDUWDGR�GHGLFDGR�D�OD�VHJXULGDG�

Figura 20.Diseñador de Meta4Object
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
3DUD�DVLJQDU�VHJXULGDG�D�XQ�0HWD�2EMHFW��FRPSUXHEH�SULPHUR�TXH�HQ
OD�SHVWDxD�$YDQ]DGR�HVWp�DFWLYDGD�OD�RSFLyQ�&RQ�VHJXULGDG��

8QD�YH]�HVWDEOHFLGD�OD�RSFLyQ�6t�HQ�&RQ�VHJXULGDG�\�JXDUGDGRV�ORV
FDPELRV��VH�DFWLYD�HO�ERWyQ� ,U�D�HGLWRU�GH�VHJXULGDG�GH� OD�EDUUD�GH
KHUUDPLHQWDV��$O�KDFHU�FOLF�� WHQGUi�DFFHVR�D� OD�YHQWDQD�0iVFDUDV�GH
0HWD�2EMHFWV�SDUD�065��(Q�HVWD�YHQWDQD��D�WUDYpV�GH�ODV�FRUUHVSRQ�
GLHQWHV�PiVFDUDV�GH�VHJXULGDG��VH�SXHGHQ�YHU� WRGRV� ORV�065V�H[LV�
WHQWHV�\�VX�UHODFLyQ�FRQ�HO�0HWD�2EMHFW�VHOHFFLRQDGR�

Figura 21.Máscaras de Meta4Objects para MSR 

$O�KDFHU�FOLF�HQ�HO�ERWyQ�TXH�KD\�MXQWR�D�OD�FROXPQD�0iVFDUD��WHQGUi
DFFHVR�D�OD�YHQWDQD�0iVFDUDV�GHO�0HWD�2EMHFW��GHVGH�GRQGH�SXHGH
DEULU�HO�(GLWRU�GH�PiVFDUDV�

Figura 22.Editor de máscaras
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
'HVGH�HO�(GLWRU�GH�PiVFDUDV��VH�SXHGH�GHILQLU�XQ�SHUILO�GH�VHJXULGDG
SDUD�HO�0HWD�2EMHFW�TXH�VH�HVWi�GLVHxDQGR��DVt�FRPR�SDUD�WRGRV�ORV
FRPSRQHQWHV�TXH�OR�LQWHJUDQ��GHO�PLVPR�PRGR�HQ�TXH�VH�KDFtD�GHVGH
HO�'LVHxDGRU�065�

'HVGH�HO�'LVHxDGRU�GH�0HWD�2EMHFW��WDPELpQ�SXHGHQ�GHILQLUVH�WDQWDV
PiVFDUDV�FRPR�VH�GHVHH�VREUH�XQ�PLVPR�0HWD�2EMHFW��QR�REVWDQWH�
DO�DVLJQDU�SHUPLVRV�VREUH� WDUHDV�D�XQ�XVXDULR�PHGLDQWH�HO�'LVHxDGRU
GH�UROHV�GH�DSOLFDFLyQ��QR�VH�SRGUi�DVLJQDU�PiV�TXH�XQD�PiVFDUD�D
FDGD�0HWD�2EMHFW��

Seguridad a nivel de tablas

(V� SRVLEOH� GHILQLU� VHJXULGDG� D� QLYHO� GH� WDEODV� HQ� WLHPSR� GH� GLVHxR
GHVGH�OD�KHUUDPLHQWD�'LVHxDGRU�GH�PRGHORV�GH�GDWRV�

Figura 23.Asignación de seguridad desde el DMD

8QD�YH]�FDUJDGD�R�GHILQLGD�VREUH�HO�'LVHxDGRU�GH�PRGHORV�GH�GDWRV
OD� WDEOD�D� OD�TXH�VH�TXLHUH�DVLJQDU�VHJXULGDG��KDEUi�TXH�FRPSUREDU
TXH�HVWi�PDUFDGD�OD�SURSLHGDG�$FWLYDU�VHJXULGDG�SDUD�HVD�WDEOD��DO
LJXDO�TXH�VH�KDFtD�FRQ�HO�0HWD�2EMHFW�HQ�HO�DSDUWDGR�DQWHULRU�

3DUD� TXH� OD� RSFLyQ� GH� DVLJQDFLyQ� GH� VHJXULGDG� SDUD� XQD� WDEOD� VH
DFWLYH�� HV� SUHFLVR� WUDQVIHULUOD� DO� GLFFLRQDULR� GH� GDWRV�� 3DUD� TXH� HVWD
RSHUDFLyQ�VH�OOHYH�D�FDER��VHOHFFLRQH�OD�RSFLyQ�+HUUDPLHQWDV_$FWLYDU
GLVHxR_0yGXOR� GH� OD� EDUUD� GH� PHQ~V�� OR� TXH� KDUi� TXH� VH� DEUD� OD
YHQWDQD�$FWLYDU�GLVHxR�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
Figura 24.Activar diseño

8QD� YH]� WUDQVIHULGD� OD� WDEOD� DO� GLFFLRQDULR� GH� GDWRV�� \D� VH� HVWi� HQ
FRQGLFLRQHV� GH� DFWLYDU� OD� RSFLyQ� GH� DVLJQDFLyQ� GH� VHJXULGDG� VREUH
HOOD��3DUD�HOOR��VHOHFFLRQH�OD�WDEOD��KDJD�FOLF�FRQ�HO�ERWyQ�GHUHFKR�GHO
UDWyQ� \� HVFRMD� OD� SURSLHGDG� (GLWDU� VHJXULGDG� GH� OD� OLVWD� TXH� VH
GHVSOLHJD�

Figura 25.Editar seguridad

$O�VHOHFFLRQDU�OD�RSFLyQ�(GLWDU�VHJXULGDG�DVRFLDGD�D�OD�WDEOD�D�OD�TXH
VH�TXLHUH�DVLJQDU�VHJXULGDG��DSDUHFHUi�HQ�SDQWDOOD� OD�YHQWDQD�6HJX�
ULGDG� HQ� OD� WDEOD� SDUD� WRGRV� ORV�065V�� HQ� OD�TXH� VH�PXHVWUDQ� ORV
SHUPLVRV�VREUH� OD� WDEOD�\� ODV�FROXPQDV�TXH� OD�FRPSRQHQ�SDUD� WRGRV
ORV�065V�GHILQLGRV�
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0DQWHQLPLHQWR�GH�065�GH�DSOLFDFLyQ 5HOHDVH����
Figura 26.Seguridad en la tabla para todos los MSRs

6REUH� HO� IRUPXODULR� 6HJXULGDG� HQ� OD� WDEOD� SDUD� WRGRV� ORV� 065V�
VLPLODU� DO� TXH� DSDUHFH� HQ� HO� 'LVHxDGRU� 065�� HV� SRVLEOH� DVLJQDU
SHUPLVRV� GH� VHOHFFLyQ�� LQVHUFLyQ�� DFWXDOL]DFLyQ� \� ERUUDGR� VREUH� OD
WDEOD� VHOHFFLRQDGD� \� VREUH� ODV� FROXPQDV� TXH� OD� LQWHJUDQ�� DVt� FRPR
SHUPLVRV� D� QLYHO� GH� UHJLVWUR� PHGLDQWH� HO� 'LVHxDGRU� GH� ILOWURV�� /DV
RSFLRQHV�GH�DVLJQDFLyQ�GH�VHJXULGDG� IXQFLRQDQ�GH�PDQHUD�VLPLODU�D
ODV�TXH�VH�GHVFULEHQ�HQ�HO�DSDUWDGR��6HJXULGDG�VREUH�WDEODV��GHO�FDSt�
WXOR�GHGLFDGR�DO�'LVHxDGRU�065�

$O�LJXDO�TXH�HQ�OD�DVLJQDFLyQ�GH�VHJXULGDG�GHVGH�HO�'LVHxDGRU�065�
GHEH� WHQHUVH� FXLGDGR� FRQ� OD� FRKHUHQFLD� HQ� OD� VXSHUSRVLFLyQ� GH
SHUPLVRV�VREUH�ODV�HQWLGDGHV�GH�GLIHUHQWH�QLYHO��UHFXHUGH�TXH��HQ�FDVR
GH�FRQIOLFWR�HQWUH�SHUPLVRV��HO�SURJUDPD�DSOLFDUi�OD�RSFLyQ�PiV�UHVWULF�
WLYD��3DUD�TXH�ORV�FDPELRV�LQWURGXFLGRV�WHQJDQ�YDOLGH]��GHEH�KDFHU�FOLF
HQ�HO�ERWyQ�*XDUGDU�GH�OD�EDUUD�GH�KHUUDPLHQWDV�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
Mantenimiento de roles de aplicación

(VWD� KHUUDPLHQWD�� SRU� VXSHUSRVLFLyQ� GH� SHUPLVRV� VREUH� ORV
0HWD�2EMHFWV�TXH�LQWHUYLHQHQ�HQ�OD�UHDOL]DFLyQ�GH�FDGD�WDUHD��SHUPLWH
GHILQLU� UROHV�GH� DSOLFDFLyQ� R�SHUILOHV�GH� VHJXULGDG� VREUH� WDUHDV�SDUD
GHWHUPLQDGRV�XVXDULRV�

6H�GLVWLQJXHQ�GRV�WLSRV�GH�UROHV�GH�DSOLFDFLyQ�

 1. 5ROHV� GH� DSOLFDFLyQ� ILMRV�� VH� SXHGHQ� DVLJQDU� GLUHFWDPHQWH� D� ORV
XVXDULRV�

 2. 5ROHV�GH�DSOLFDFLyQ�SRU�UHJODV�GH�HOHJLELOLGDG��VH�SXHGHQ�DSOLFDU
SRU�GHIHFWR�D�XQ�XVXDULR��SRU�HMHPSOR��HQ� IXQFLyQ�GH� OD�SRVLFLyQ
TXH�RFXSH�HQ�OD�HPSUHVD�

(VWH�VHJXQGR�WLSR�VLPSOLILFD�QRWDEOHPHQWH� OD�WDUHD�GHO�PDQWHQLPLHQWR
GH�OD�VHJXULGDG��SXHVWR�TXH�ORV�SHUPLVRV�SUHGHILQLGRV�VH�DVLJQDQ�GH
PDQHUD�DXWRPiWLFD�D�XQ�XVXDULR�FRQ�VyOR�LQWURGXFLU�HQ�HO�VLVWHPD�VXV
GDWRV�GH�LGHQWLILFDFLyQ�

3DUD�WHQHU�DFFHVR�D�HVWD�KHUUDPLHQWD��VHOHFFLRQH�0LQG_+HUUDPLHQWDV
GH�GHVDUUROOR_6HJXULGDG_0DQWHQLPLHQWR�GH�UROHV�GH�DSOLFDFLyQ�HQ
HO�SDQHO�GH�QDYHJDFLyQ�GH�OD�DSOLFDFLyQ�

Figura 27.Rol de aplicación
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0DQWHQLPLHQWR�GH�UROHV�GH�DSOLFDFLyQ 5HOHDVH����
NOTA:

'HVGH�HVWD�YHQWDQD��VH�SXHGH�UHDOL]DU�HO�PDQWHQLPLHQWR�GH�ORV�UROHV�GH
DSOLFDFLyQ�H[LVWHQWHV�\�FUHDU�RWURV�QXHYRV�

Datos de un rol de aplicación

(Q�OD�SHVWDxD�5RO�GH�DSOLFDFLyQ��VH�HQFXHQWUDQ�WRGRV�ORV�GDWRV�QHFH�
VDULRV�SDUD�GHILQLU�XQ� URO� GH�DSOLFDFLyQ��(Q� ORV�FXDGURV�GH� WH[WR�TXH
FRQWLHQH��VH�PXHVWUD�OD�LQIRUPDFLyQ�GHO�URO�GH�DSOLFDFLyQ�VHOHFFLRQDGR�
3DUD�GHVSOD]DUVH�SRU�ORV�GLIHUHQWHV�UROHV�GH�DSOLFDFLyQ��XWLOLFH�OD�EDUUD
GH�QDYHJDFLyQ�LQFOXLGD�HQ�OD�EDUUD�GH�KHUUDPLHQWDV��7DPELpQ�VH�LQGLFD
HO�Q~PHUR�GH�RUGHQ�GHO�URO�GH�DSOLFDFLyQ�HQ�HO�TXH�VH�HQFXHQWUD�

$� FRQWLQXDFLyQ�� VH� GHVFULEHQ� ORV� HOHPHQWRV� LQFOXLGRV� HQ� HO� SULPHU
FXDGUR�GH�JUXSR�TXH�FRQWLHQH�HVWD�SHVWDxD�

l ,'�5RO�GH�DSOLFDFLyQ��FyGLJR�LGHQWLILFDWLYR�GHO�URO�GH�DSOLFDFLyQ�

l 1RPEUH�URO�GH�DSOLFDFLyQ��QRPEUH�GHO�URO�GH�DSOLFDFLyQ�

065��PRGHOR�GH�VLVWHPD�GH�
UROHV�

l ,'�065��FyGLJR�LGHQWLILFDWLYR�GHO�065�DVRFLDGR�DO�URO�GH�
DSOLFDFLyQ��3DUD�YHU�OD�OLVWD�GH�065V�GLVSRQLEOHV��KDJD�FOLF�HQ�HO�
ERWyQ�GH�VHOHFFLyQ�TXH�DSDUHFH�D�OD�GHUHFKD�GHO�JUXSR�GH�
UHPRQWH��&RQYLHQH�UHFRUGDU�TXH�VH�HVWi�HVWDEOHFLHQGR�OD�
VHJXULGDG�D�QLYHO�GH�WDUHDV��\�TXH�SXHGH�TXH�GLFKDV�WDUHDV�
QHFHVLWHQ�WHQHU�DFFHVR�D�GDWRV�GH�0HWD�2EMHFWV��3DUD�SRGHU�
HMHFXWDU�OD�WDUHD��GHEHUi�GLVSRQHU�GH�SHUPLVRV�VREUH�ORV�
0HWD�2EMHFWV�D�ORV�TXH�HVWi�DVRFLDGD�

(O�URO�GH�DSOLFDFLyQ�UHFRJHUi�SHUPLVRV�SDUD�HMHFXWDU�WDUHDV��PLHQ�
WUDV� TXH� HO� 065� DVRFLDGR� UHFRJHUi� ORV� SHUPLVRV� VREUH� ORV
PRGHORV�XWLOL]DGRV�SRU�OD�WDUHD�

l )HFKD�GH�LQLFLR��IHFKD�\�KRUD�GH�LQLFLR�GHO�SHULRGR�GH�YDOLGH]�GHO�
URO�GH�DSOLFDFLyQ��8WLOLFH�HO�ERWyQ�GH�FDOHQGDULR�VLWXDGR�D�OD�
GHUHFKD�GHO�FXDGUR�SDUD�LQWURGXFLU�FRQ�PD\RU�IDFLOLGDG�OD�IHFKD�\�
KRUD�TXH�GHVHH�GHVGH�OD�YHQWDQD�&DOHQGDULR�

l )HFKD�GH�ILQ��IHFKD�\�KRUD�GH�ILQ�GHO�SHULRGR�GH�YDOLGH]�GHO�URO�GH�
DSOLFDFLyQ��$O�LJXDO�TXH�HQ�HO�FDVR�DQWHULRU��XWLOLFH�HO�ERWyQ�GH�
FDOHQGDULR�TXH�DSDUHFH�D�OD�GHUHFKD�GHO�FXDGUR�SDUD�LQWURGXFLU�
FRQ�PD\RU�IDFLOLGDG�OD�IHFKD�\�KRUD�TXH�GHVHH�

Figura 28.Calendario
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
l 3ULRULGDG��HVWH�FDPSR�VH�XWLOL]D�SDUD�DVLJQDU�SULRULGDG�D�OD�
HMHFXFLyQ�GH�XQD�WDUHD�TXH�HVWp�DVLJQDGD�D�YDULRV�UROHV��HVWR�VyOR�
WLHQH�VHQWLGR�FXDQGR�VH�WUDEDMD�HQ�HQWRUQR�-$9$�

l +DELOLWDU�RSHUDGRUHV�FRPSOHMRV�HQ�ILOWURV��KDELOLWD�ORV�
RSHUDGRUHV�FRPSOHMRV�TXH�DSDUHFHQ�HQ�ODV�YHQWDQDV�GH�ILOWUR�

l &RPHQWDULR��FRPHQWDULR�DFHUFD�GHO�URO�GH�DSOLFDFLyQ

(O� VHJXQGR� FXDGUR� GH� JUXSR� TXH� FRQWLHQH� HVWD� SHVWDxD� LQFOX\H� OD
FDVLOOD� GH� YHULILFDFLyQ� (OHJLEOH�� TXH� VH� DFWLYD� SDUD� DVLJQDU� ORV
SHUPLVRV�D�ORV�XVXDULRV�PHGLDQWH�ORV�VLJXLHQWHV�ILOWURV�\�UHJODV�GH�HOHJL�
ELOLGDG�

l 1XHYR�ILOWUR�HVWiQGDU��KDJD�FOLF�HQ�HVWH�ERWyQ�SDUD�FUHDU�XQ�
QXHYR�ILOWUR�HVWiQGDU�R�GRFXPHQWDGR�7HQGUi�DFFHVR�DO�(GLWRU�GH�
VHQWHQFLDV�

l 1XHYR�ILOWUR�DYDQ]DGR��VL��SRU�HO�FRQWUDULR��KDFH�FOLF�HQ�HVWH�
ERWyQ��WHQGUi�DFFHVR�DO�(GLWRU�GH�ILOWURV�DYDQ]DGRV��$O�LJXDO�TXH�
HO�(GLWRU�GH�VHQWHQFLDV��pVWH�HV�GH�JUDQ�XWLOLGDG�SDUD�FUHDU�OD�
VHQWHQFLD�64/�TXH�GHWHUPLQH�ORV�XVXDULRV�D�ORV�TXH�DIHFWDUi�HO�URO�
GH�DSOLFDFLyQ��$�GLIHUHQFLD�GHO�ILOWUR�HVWiQGDU��HQ�HO�DYDQ]DGR�VH�
HVFULEHQ�ODV�VHQWHQFLDV�GH�IRUPD�GLUHFWD�\�QR�VH�FRPSUXHEDQ�
SRVWHULRUPHQWH�

l &RQYHUWLU�ILOWUR��KDJD�FOLF�HQ�HVWH�ERWyQ�SDUD�FRQYHUWLU�XQ�ILOWUR�
HVWiQGDU�R�GRFXPHQWDGR�HQ�XQ�ILOWUR�DYDQ]DGR�R�
VHPLGRFXPHQWDGR�

l (GLWDU�ILOWUR��HVWH�ERWyQ�SHUPLWH�HGLWDU�OD�LQVWUXFFLyQ�64/�TXH�
FRPSRQH�HO�ILOWUR�

l %RUUDU�ILOWUR��PDUFD�HO�ILOWUR�SDUD�ERUUDUOR�7HQJD�HQ�FXHQWD�TXH��DO�
KDFHU�FOLF�HQ�HVWH�ERWyQ��HO�ILOWUR�VH�ERUUDUi�VLQ�SHGLU�SUHYLDPHQWH�
FRQILUPDFLyQ�

l $FFHVR�DO�0HWD�2EMHFW�GH�HOHJLELOLGDG��PHGLDQWH�HVWH�ERWyQ�
REWLHQH�DFFHVR�DO�0HWD�2EMHFW�GH�UHJODV�GH�HOHJLELOLGDG��*UDFLDV�
D�OD�GHILQLFLyQ�GH�HVWH�WLSR�GH�UHJODV��ORV�XVXDULRV�WHQGUiQ�XQD�
VHULH�GH�SULYLOHJLRV�\�SHUPLVRV�GH�DFFHVR�HQ�IXQFLyQ�GHO�WLSR�GH�OD�
DFWLYLGDG�GHVDUUROODGD��HO�JUXSR�GH�WUDEDMR��ODV�WDUHDV�GH�OD�
XQLGDG��HWF�
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0DQWHQLPLHQWR�GH�UROHV�GH�DSOLFDFLyQ 5HOHDVH����
Figura 29.Diseñador de Meta4Object 

'HVGH� OD� EDUUD� GH� KHUUDPLHQWDV� GH� OD� SHVWDxD� 5RO� GH� DSOLFDFLyQ�
SXHGH�FUHDU�XQ�QXHYR�URO�GH�DSOLFDFLyQ��HGLWDU�XQ�URO��ERUUDU�XQR�H[LV�
WHQWH�\�GHVSOD]DUVH�SRU�ORV�GLIHUHQWHV�UROHV�GH�DSOLFDFLyQ�

Creación de un rol de aplicación

3DUD�FUHDU�XQ�URO�GH�DSOLFDFLyQ��VLJD�HVWRV�SDVRV�

 1. +DJD� FOLF� HQ� HO� ERWyQ�1XHYR� GH� OD� EDUUD� GH� KHUUDPLHQWDV� GH� OD
SHVWDxD�5RO� DSOLFDFLyQ�� $Vt� VH� DJUHJD� XQ� QXHYR� HOHPHQWR� D� OD
OLVWD�GH�UROHV�GH�DSOLFDFLyQ�H[LVWHQWHV��7RGRV�ORV�GDWRV�VH�TXHGDQ
HQ�EODQFR�SDUD�TXH�VH�SURFHGD�D�VX�GHILQLFLyQ�

 2. ,QWURGX]FD� OD� LQIRUPDFLyQ� UHTXHULGD� HQ� HO� FXDGUR� GH� JUXSR� TXH
WLHQH�OD�SHVWDxD�

 3. 6L�OR�GHVHD��SXHGH�KDFHU�FOLF�HQ�ORV�ERWRQHV�6HJXULGDG�HQ�WDUHDV
GH�PHQ~��6HJXULGDG�HQ�WDUHDV�QR�DVRFLDGDV�DO�PHQ~��6RFLHGDGHV
GHO�URO�X�2SFLRQHV�GH�SURJUDPD�SDUD�HVWDEOHFHU�VHJXULGDG�D�HVWRV
QLYHOHV�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
Seguridad en opciones de menú

6L�GHVHD�DVLJQDU�VHJXULGDG�HQ�ODV�RSFLRQHV�GH�PHQ~��KDJD�FOLF�HQ�HO
ERWyQ�6HJXULGDG�HQ�WDUHDV�GH�PHQ~�TXH�VH�PXHVWUD�DO�PDUJHQ�

Figura 30.Seguridad en opciones de menú

'HVGH�DTXt�SXHGH�KDELOLWDU�R�GHVKDELOLWDU�ODV�RSFLRQHV�GH�PHQ~�KDVWD
GHILQLU�XQ�FRQMXQWR�GH�SHUPLVRV�HQ�HO�PHQ~�GH�OD�DSOLFDFLyQ�0HWD�0LQG
6HW�TXH�GHVHH�FRQFHGHU�DO�URO�

/D�YHQWDQD�FRQWLHQH�XQ�iUERO�GH�PHQ~V��TXH�HV�HO�TXH�HVWi�DVRFLDGR�D
HVH� URO� FXDQGR� VH� LQLFLD� OD� DSOLFDFLyQ�� 0RYLpQGRVH� D� WUDYpV� GH� HVH
iUERO��SXHGH�UHDOL]DU�ODV�VLJXLHQWHV�RSHUDFLRQHV�

n +DELOLWDU�RSFLyQ�GH�PHQ~��KDELOLWD�OD�RSFLyQ�GH�PHQ~�HQ�OD�TXH�VH�
HQFXHQWUH�SRVLFLRQDGR�GHQWUR�GHO�iUERO�GH�PHQ~V�

n 'HVKDELOLWDU�RSFLyQ�GH�PHQ~��GHVKDELOLWD�OD�RSFLyQ�GH�PHQ~�HQ�
OD�TXH�VH�HQFXHQWUH�SRVLFLRQDGR�GHQWUR�GHO�iUERO�GH�PHQ~V�

n 'HVKDELOLWDU�WRGR�HO�PHQ~��GHVKDELOLWD�WRGDV�ODV�RSFLRQHV�TXH�VH�
HQFXHQWUDQ�HQ�HO�iUERO�GH�PHQ~V�

n 9LVXDOL]DU�RSFLRQHV�GH�PHQ~�KDELOLWDGDV��PXHVWUD�HQ�HO�iUERO�GH�
PHQ~V�VyOR�ODV�RSFLRQHV�TXH�VH�HQFXHQWUHQ�KDELOLWDGDV�
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0DQWHQLPLHQWR�GH�UROHV�GH�DSOLFDFLyQ 5HOHDVH����
Seguridad en tareas no asociadas al menú

3DUD� DVLJQDU� VHJXULGDG� D� WDUHDV�TXH� QR� VH� HQFXHQWUHQ� DVRFLDGDV� DO
PHQ~�� KDJD� FOLF� HQ� HO� ERWyQ�6HJXULGDG� HQ� WDUHDV�QR� DVRFLDGDV� DO
PHQ~�TXH�VH�PXHVWUD�DO�PDUJHQ�

Figura 31.Seguridad en tareas no asociadas al menú

(VWD�YHQWDQD�VH�FRPSRQH�GH�GRV�FXDGURV��HQ�HO�GH�OD�SDUWH�GHUHFKD�VH
PXHVWUD�XQD�OLVWD�FRQ�ODV�WDUHDV�GLVSRQLEOHV�QR�DVRFLDGDV�DO�PHQ~��\�HQ
HO� FXDGUR� GH� OD� SDUWH� L]TXLHUGD� VH� YDQ�PRVWUDQGR� ODV� WDUHDV�TXH� VH
KDELOLWHQ�SDUD�TXH�ODV�HMHFXWH�HO�URO��3DUD�UHDOL]DU�HVWR��GLVSRQH�GH�XQRV
ERWRQHV�HQ�OD�SDUWH�FHQWUDO�TXH�UHDOL]DQ�ODV�VLJXLHQWHV�RSHUDFLRQHV�

l ����SDVD�WRGDV�ODV�WDUHDV�GLVSRQLEOHV�DO�URO�
l ���SDVD�OD�WDUHD�HQ�OD�TXH�HVWp�SRVLFLRQDGR�DO�URO�

l !��SDVD�OD�WDUHD�HQ�OD�TXH�HVWp�SRVLFLRQDGR�GHO�URO�D�OD�OLVWD�GH�
WDUHDV�GLVSRQLEOHV�

l !!��SDVD�WRGDV�ODV�WDUHDV�GHO�URO�D�OD�OLVWD�GH�WDUHDV�GLVSRQLEOHV�

7RGDV�ODV�WDUHDV�QR�DVRFLDGDV�DO�PHQ~�SRVHHQ�XQD�FROXPQD�6HJ��TXH
SHUPLWH�DVLJQDU�VHJXULGDG�D�OD�WDUHD�TXH�VH�SDVD�DO�URO�

Asociación de sociedades al rol de aplicación

6L�WUDEDMD�HQ�XQ�HQWRUQR�VRFLHWDULR��SXHGH�DVLJQDU�VRFLHGDGHV�D�XQ�URO
GH� DSOLFDFLyQ�� KDJD� FOLF� HQ� HO� ERWyQ� 6RFLHGDGHV� GHO� URO� TXH� VH
PXHVWUD�DO�PDUJHQ�
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Figura 32.Asociación de sociedades al rol

(VWD�YHQWDQD�FRQWLHQH�GRV�FXDGURV��HO�GH�OD�GHUHFKD�PXHVWUD�XQD�OLVWD
FRQ� ODV�VRFLHGDGHV�GLVSRQLEOHV�\�HQ�HO�RWUR�FXDGUR�VH�YHQ� ODV�VRFLH�
GDGHV� SRU� GHIHFWR� TXH� WLHQH� DVRFLDGDV� HVH� URO�� (Q� OD� SDUWH� FHQWUDO
DSDUHFHQ�XQRV�ERWRQHV�TXH�UHDOL]DQ�ODV�VLJXLHQWHV�RSHUDFLRQHV�

l ����SDVD�WRGDV�ODV�VRFLHGDGHV�GLVSRQLEOHV�DO�URO�

l ���SDVD�OD�VRFLHGDG�HQ�OD�TXH�HVWp�SRVLFLRQDGR�DO�URO�
l !��SDVD�OD�VRFLHGDG�HQ�OD�TXH�HVWp�SRVLFLRQDGR�GHO�URO�D�OD�OLVWD�GH�

VRFLHGDGHV�GLVSRQLEOHV�

l !!��SDVD�WRGDV�ODV�VRFLHGDGHV�GHO�URO�D�OD�OLVWD�GH�VRFLHGDGHV�
GLVSRQLEOHV�

Seguridad en opciones de programa

3XHGH�DVLJQDU�R�UHVWULQJLU�SHUPLVRV�D�RSFLRQHV�GH�SURJUDPDV�GH�RWURV
PyGXORV� GH� OD� DSOLFDFLyQ� FRPR� &RQVXOWD�� ,QIRUPHV�� HWF�� 3DUD� HVWR�
KDJD� FOLF� HQ� HO� ERWyQ� 2SFLRQHV� GH� SURJUDPD� TXH� VH� PXHVWUD� DO
PDUJHQ�
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Figura 33.Seguridad en opciones de programa

/D� YHQWDQD�FRQWLHQH�XQ�iUERO�GH� QDYHJDFLyQ�GRQGH�VH�PXHVWUDQ� ODV
RSFLRQHV� GH� SURJUDPD� \� VXV� HOHPHQWRV�� 3DUD� DVLJQDU� VHJXULGDG�
VLW~HVH� HQ� OD� RSFLyQ� GH� SURJUDPD� \� DFWLYH� OD� FDVLOOD� GH� YHULILFDFLyQ
6XMHWR�D�VHJXULGDG��3DUD�UHVWULQJLU�OD�VHJXULGDG�D�ORV�HOHPHQWRV�HVSH�
FLILFDGRV�HQ�HO�FXDGUR�GH�WH[WR�(OHPHQWRV��DFWLYH�OD�FDVLOOD�GH�YHULILFD�
FLyQ�3HUPLVR�SRU�GHIHFWR�

Edición de un rol de aplicación existente

3DUD�HGLWDU�XQ�URO�GH�DSOLFDFLyQ�H[LVWHQWH��VLJD�HVWRV�SDVRV�

 1. 8WLOLFH� OD�EDUUD�GH�QDYHJDFLyQ�GH� OD�EDUUD�GH�KHUUDPLHQWDV�GH� OD
SHVWDxD�5RO�DSOLFDFLyQ�SDUD�VLWXDUVH�HQ�HO�URO�GH�DSOLFDFLyQ�TXH
GHVHD�HGLWDU�

 2. 5HDOLFH� ODV�PRGLILFDFLRQHV�TXH� FRQVLGHUH� RSRUWXQDV�� WDQWR� HQ� OD
GHILQLFLyQ�GHO�URO�GH�DSOLFDFLyQ�FRPR�HQ�OD�OLVWD�GH�WDUHDV�TXH�YD�D
LQFOXLU�HQ�pO�

 3. *XDUGH� ODV� PRGLILFDFLRQHV�� SDUD� HOOR�� KDJD� FOLF� HQ� HO� ERWyQ
*XDUGDU�FDPELRV�GH�OD�EDUUD�GH�KHUUDPLHQWDV�R�VHOHFFLRQH�HQ�HO
PHQ~�$UFKLYR�OD�RSFLyQ�*XDUGDU�FDPELRV�
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Borrado de un rol de aplicación existente

3DUD�ERUUDU�XQ�URO�GH�DSOLFDFLyQ�H[LVWHQWH��VLJD�HVWRV�SDVRV�

 1. 8WLOLFH� OD�EDUUD�GH�QDYHJDFLyQ�GH� OD�EDUUD�GH�KHUUDPLHQWDV�GH� OD
SHVWDxD�5RO�DSOLFDFLyQ�SDUD�VLWXDUVH�HQ�HO�URO�GH�DSOLFDFLyQ�TXH
GHVHD�ERUUDU�

 2. 0DUTXH�HO�URO�GH�DSOLFDFLyQ�VHOHFFLRQDGR��3DUD�HOOR��KDJD�FOLF�HQ�HO
ERWyQ�%RUUDU�GH�OD�EDUUD�GH�KHUUDPLHQWDV�GH�OD�SHVWDxD�5RO�DSOL�
FDFLyQ��$SDUHFHUi�XQD�YHQWDQD�GH�FRQILUPDFLyQ�GH�ERUUDGR�

 3. %RUUH�HO�URO�GH�DSOLFDFLyQ�VHOHFFLRQDGR��3DUD�HOOR��KDJD�FOLF�HQ�HO
ERWyQ�*XDUGDU�GH�OD�EDUUD�GH�KHUUDPLHQWDV�R�VHOHFFLRQH�OD�RSFLyQ
$UFKLYR_*XDUGDU�GH�OD�EDUUD�GH�PHQ~V�
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Mantenimiento de usuarios de 
aplicación

3DUD�WHQHU�DFFHVR�D�HVWD�KHUUDPLHQWD��VHOHFFLRQH�0LQG�_�+HUUDPLHQWDV
GH�GHVDUUROOR�_�6HJXULGDG�_�0DQWHQLPLHQWR�GH�XVXDULRV�GH�DSOLFD�
FLyQ�GHO�SDQHO�GH�QDYHJDFLyQ�VLWXDGR�HQ�OD�SDUWH�L]TXLHUGD�GH�OD�DSOL�
FDFLyQ�0HWD�0LQG�6HW�

$SDUHFH�XQ�IRUPXODULR�GH�ILOWUR�SRU�XVXDULR�TXH�OH�SHUPLWH�VHOHFFLRQDU�HO
XVXDULR�TXH�GHVHD�FDUJDU�GH�DFXHUGR�FRQ�ORV�VLJXLHQWHV�SDUiPHWURV�

l ,'�8VXDULR�DSOLFDFLyQ��FyGLJR�LGHQWLILFDWLYR�GHO�XVXDULR�GH�OD�
DSOLFDFLyQ�

l 1RPEUH�XVXDULR��QRPEUH�GHO�XVXDULR�GH�OD�DSOLFDFLyQ�

Figura 34.Filtro en usuario aplicación

8QD� YH]� FRPSOHWDGRV� ORV� FDPSRV� FRQ� HO� XVXDULR� TXH� GHVHD� FDUJDU�
KDJD�FOLF�HQ�6LJXLHQWH!��6L�QR�GHVHD�UHDOL]DU�XQ� ILOWUDGR�GH�XVXDULRV�
GHMH�HQ�EODQFR�HO� IRUPXODULR�\�KDJD�FOLF�HQ�6LJXLHQWH!��$SDUHFHUi� OD
OLVWD�GH�XVXDULRV�TXH�FXPSOHQ�ORV�FULWHULRV�HVSHFLILFDGRV�HQ�HO�ILOWUR��6L
QR�HVSHFLILFD�QLQJ~Q�FULWHULR��LQFOXLUi�OD�OLVWD�GH�WRGRV�ORV�XVXDULRV�GH�OD
DSOLFDFLyQ�� (Q�GLFKD� OLVWD�� VH� HVSHFLILFDQ� HO� FyGLJR� LGHQWLILFDWLYR� \� HO
QRPEUH�GH�ORV�XVXDULRV�TXH�YDQ�D�FDUJDUVH�

(Q�OD�OLVWD�GH�XVXDULRV��VHOHFFLRQH�DTXpO�TXH�GHVHH�YHU�DO�DEULU�OD�KHUUD�
PLHQWD�� 3DUD� HOOR�� XWLOLFH� OD� EDUUD� GH� GHVSOD]DPLHQWR� YHUWLFDO� TXH
DSDUHFH�HQ�OD�SDUWH�GHUHFKD�GHO�IRUPXODULR��R�ELHQ�VHOHFFLRQH�GLUHFWD�
PHQWH�HO�XVXDULR�KDFLHQGR�FOLF�HQ�pO��
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NOTA:

Figura 35.Lista de usuarios de aplicación

$�FRQWLQXDFLyQ�� DSDUHFH� OD� YHQWDQD� SULQFLSDO� GH�8VXDULRV� GH� DSOLFD�
FLyQ�

Figura 36.Usuarios de aplicación

/D�DVLJQDFLyQ�GH�SHUPLVRV�
PHGLDQWH�UHJODV�GH�
HOHJLELOLGDG�VLPSOLILFD�
HQRUPHPHQWH�OD�DGPLQLVWUDFLyQ�
GH�OD�VHJXULGDG��ORV�SHUPLVRV�
GH�XQ�XVXDULR�FDPELDUiQ�GH�
IRUPD�GLQiPLFD�\�WUDQVSDUHQWH�
SDUD�HO�JHVWRU�D�PHGLGD�TXH�
YDUtH�OD�VLWXDFLyQ�GHO�
HPSOHDGR��

(VWD�KHUUDPLHQWD�OH�SHUPLWH�GHILQLU�SDUiPHWURV�GH�VHJXULGDG�D�QLYHO�GH
XVXDULR�GH�OD�DSOLFDFLyQ��$GHPiV�GH�XQD�VHULH�GH�SDUiPHWURV�EiVLFRV�
FRPR�HO�QRPEUH�GH�XVXDULR�\�OD�FRQWUDVHxD�GH�DFFHVR��HO�DGPLQLVWUDGRU
GHO� VLVWHPD� GLVSRQH� GH� XQ� FRQMXQWR� GH� RSFLRQHV� DYDQ]DGDV�� SRU
HMHPSOR��OD�DVLJQDFLyQ�GH�SHUPLVRV�GHULYDGRV�GH�ODV�UHJODV�GH�HOHJLEL�
OLGDG��TXH�VLPSOLILFDQ�QRWDEOHPHQWH�OD�JHVWLyQ�GH�OD�VHJXULGDG�D�QLYHO
GH�XVXDULR�

'HVGH�OD�EDUUD�GH�KHUUDPLHQWDV�WLHQH�DFFHVR�D�GLIHUHQWHV�ERWRQHV�TXH
OH�SHUPLWHQ�UHDOL]DU�ODV�RSHUDFLRQHV�TXH�VH�H[SOLFDQ�D�FRQWLQXDFLyQ�
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NOTA:

Creación de un usuario de aplicación

3DUD� GDU� GH� DOWD� D� XQ� XVXDULR� GHWHUPLQDGR�� KDJD� FOLF� HQ� HO� ERWyQ
1XHYR��3DUD�GHILQLU�XQ�QXHYR�SHUILO�GH�XVXDULR��GHEHQ�GHWHUPLQDUVH�ORV
GDWRV�EiVLFRV�GHO�XVXDULR�

l ,'�8VXDULR�DSOLFDFLyQ��FyGLJR�LGHQWLILFDWLYR�GHO�XVXDULR�GHO�
VLVWHPD�

l 1RPEUH�XVXDULR�DSOLFDFLyQ��QRPEUH�FRQ�HO�TXH�HO�XVXDULR�YD�D�
WHQHU�DFFHVR�D�OD�DSOLFDFLyQ��3XHGH�FRLQFLGLU�FRQ�HO�DQWHULRU��

l ,'�7LSR�XVXDULR��FyGLJR�LGHQWLILFDWLYR�GHO�WLSR�GH�XVXDULR��TXH�
SXHGH�VHU��HQWUH�RWURV��XQD�SHUVRQD��3HUVRQ��R�XQ�XVXDULR�GH�
VLVWHPD��6\VWHP���6HOHFFLyQHOR�GH�OD�OLVWD�TXH�VH�GHVSOLHJD�DO�
KDFHU�FOLF�HQ�HO�ERWyQ�GH�VHOHFFLyQ�GHO�JUXSR�GH�UHPRQWH�

l ,'�5RO�SRU�GHIHFWR��SHUILO�GH�VHJXULGDG�GH�XVXDULR�R�URO�GH�
DSOLFDFLyQ�SRU�GHIHFWR�HQWUH�ORV�GHILQLGRV�GHVGH�HO�'LVHxDGRU�GH�
UROHV�GH�DSOLFDFLyQ��6HOHFFLyQHOR�WDPELpQ�GH�OD�OLVWD�TXH�VH�
GHVSOLHJD�DO�KDFHU�FOLF�HQ�HO�ERWyQ�GH�VHOHFFLyQ�GHO�JUXSR�GH�
UHPRQWH�

l ,'�3HUVRQD��FyGLJR�LGHQWLILFDWLYR�GHO�XVXDULR�GHO�VLVWHPD��
6HOHFFLyQHOR�GH�OD�OLVWD�TXH�VH�GHVSOLHJD�FRQ�HO�QRPEUH�\�HO�
DSHOOLGR�GHO�XVXDULR�DO�KDFHU�FOLF�HQ�HO�ERWyQ�GH�VHOHFFLyQ�GHO�
JUXSR�GH�UHPRQWH�

0HGLDQWH�ORV�SHULRGRV�GH�
YDOLGH]�GH�XVXDULRV��VH�SXHGHQ�
JHVWLRQDU�ODV�VLWXDFLRQHV�TXH�
VXUJHQ�DO�FRQWUDWDU�D�
WUDEDMDGRUHV�WHPSRUDOHV��
WUDEDMDGRUHV�H[WHUQRV��HWF���
TXH�QHFHVLWDQ�XWLOL]DU�
0HWD�0LQG�6HW�

l ,QLFLR��IHFKD�GH�LQLFLR�GH�YDOLGH]�GHO�SHUILO�GH�XVXDULR�GHILQLGR��TXH�
JHQHUDOPHQWH�FRLQFLGH�FRQ�OD�IHFKD�GH�DOWD�GH�GLFKR�XVXDULR�HQ�HO�
VLVWHPD�

l )LQ��IHFKD�GH�ILQ�GH�YDOLGH]�GHO�SHUILO�GH�XVXDULR�GHILQLGR��3RU�
GHIHFWR��HO�VLVWHPD�DVLJQD�D�HVWH�FDPSR�OD�IHFKD�����������SHUR�HV�
SRVLEOH�PRGLILFDUOD��SRU�HMHPSOR��SDUD�XVXDULRV�WHPSRUDOHV�GHO�
VLVWHPD��

l &RPHQWDULR��SXHGH�HVFULELU�XQ�EUHYH�FRPHQWDULR�DFHUFD�GHO�
XVXDULR�

8QD�YH]�GHWHUPLQDGRV�ORV�GDWRV�EiVLFRV�GHO�XVXDULR��GHILQD�GHVGH�HO
FXDGUR� GH� JUXSR� 'DWRV� FRQWUDVHxD� ORV� SDUiPHWURV� GH� VHJXULGDG
SURSLDPHQWH� GLFKRV�� FRQ� LQIRUPDFLyQ� UHODWLYD� D� OD� FRQWUDVHxD� GH
DFFHVR�\�RWUDV�SURSLHGDGHV�GH�OD�VHVLyQ�

l /D�FRQWUDVHxD�FDGXFD��FDVLOOD�GH�YHULILFDFLyQ�TXH�VH�DFWLYD�VL�OD�
FRQWUDVHxD�HVWDEOHFLGD�WLHQH�XQ�SHULRGR�GH�YDOLGH]�OLPLWDGR�

l )HFKD�H[SLUDFLyQ�FRQWUDVHxD��IHFKD�GH�ILQDOL]DFLyQ�GHO�SHULRGR�
GH�YDOLGH]�GH�OD�FRQWUDVHxD�

l 3HULRGR�YHQFLPLHQWR�HQ�GtDV�GH�OD�FRQWUDVHxD��LQGLFD�FDGD�
FXiQWRV�GtDV�GHEH�DFWXDOL]DU�OD�FRQWUDVHxD�HO�XVXDULR�
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l 1~PHUR�GH�GtDV�SUHYLRV�DYLVDQGR�HO�YHQFLPLHQWR��Q~PHUR�GH�
GtDV�FRQ�DQWHODFLyQ�D�OD�IHFKD�GH�YHQFLPLHQWR�GH�OD�FRQWUDVHxD�HQ�
OD�TXH�VH�DYLVD�DO�XVXDULR�GH�OD�ILQDOL]DFLyQ�GHO�SHULRGR�GH�YDOLGH]�
GH�OD�PLVPD�

(O�FXDGUR�GH�JUXSR�2WURV�GDWRV�FRQWLHQH�OD�LQIRUPDFLyQ�UHODWLYD�D�RWUDV
SURSLHGDGHV�GH�OD�VHVLyQ�

l (O�XVXDULR�SXHGH�FDPELDU�OD�FRQWUDVHxD��FDVLOOD�GH�YHULILFDFLyQ�
TXH�VH�DFWLYD�VL�HO�XVXDULR�WLHQH�OD�SRVLELOLGDG�GH�FDPELDU�VX�
FRQWUDVHxD�GH�DFFHVR�

l %ORTXHDGR��FDVLOOD�GH�YHULILFDFLyQ�TXH�VH�DFWLYD�FXDQGR�VH�
VXSHUD�HO�OtPLWH�GH�LQWHQWRV�GH�FRQH[LyQ��6yOR�OD�SXHGH�GHVDFWLYDU�
HO�DGPLQLVWUDGRU�GHO�VLVWHPD�

l ,QWHQWRV�GH�FRQH[LyQ��Q~PHUR�GH�LQWHQWRV�GH�FRQH[LyQ�
FRQVHFXWLYRV�TXH�HO�XVXDULR�SXHGH�UHDOL]DU��HQ�FDVR�GH�LQWURGXFLU�
XQD�FRQWUDVHxD�HUUyQHD��KDVWD�EORTXHDU�OD�DSOLFDFLyQ��OR�TXH�
LPSHGLUi�VX�DFFHVR��(Q�FDVR�GH�EORTXHR��VH�DFWLYDUi�OD�FDVLOOD�GH�
YHULILFDFLyQ�%ORTXHDGR�\�VyOR�HO�DGPLQLVWUDGRU�SRGUi�GDU�DFFHVR�D�
HVH�XVXDULR�

Asignación de roles fijos a un usuario

(O�ERWyQ�5ROHV�ILMRV�HV�OD�KHUUDPLHQWD�GH�DVLJQDFLyQ�GH�SHUILOHV�ILMRV�GH
VHJXULGDG�D�XQ�XVXDULR�FRQFUHWR�

Figura 37.Roles fijos de usuario
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(Q�OD�YHQWDQD�5ROHV�ILMRV�GH�XVXDULR��DSDUHFHQ�GRV�FXDGURV��

n 5ROHV�DVLJQDGRV��SHUILOHV�ILMRV�DVLJQDGRV�DO�XVXDULR�

n 5ROHV�GH�DSOLFDFLyQ��SHUILOHV�GH�XVXDULR�R�UROHV�GH�DSOLFDFLyQ�
SUHGHILQLGRV�TXH�SXHGHQ�DVLJQDUVH�D�XQ�XVXDULR�FRQFUHWR�

/RV�ERWRQHV�GH�IOHFKD�FHQWUDOHV�SHUPLWHQ�SDVDU�ORV�UROHV�GH�DSOLFDFLyQ
KDFLD�HO�FXDGUR�GH�UROHV�DVLJQDGRV�\�YLFHYHUVD�

Establecimiento de una nueva contraseña

(O� ERWyQ�1XHYD� FRQWUDVHxD� SHUPLWH� HVWDEOHFHU� XQ�QXHYR�FyGLJR�GH
DFFHVR�D�OD�DSOLFDFLyQ�SDUD�HO�XVXDULR�

Figura 38.Establecimiento de contraseña

(Q� HO� IRUPXODULR� (VWDEOHFLPLHQWR� GH� FRQWUDVHxD�� DSDUHFHQ� GRV
FDPSRV�

l 1XHYD�FRQWUDVHxD��HVFULED�VX�QXHYD�FODYH�GH�DFFHVR�

l &RQILUPDFLyQ�GH�FRQWUDVHxD��UHSLWD�OD�FODYH�LQWURGXFLGD�
DQWHULRUPHQWH��VL�FRLQFLGH�FRQ�OD�DQWHULRU��VH�DFWLYDUi�HO�ERWyQ�
$FHSWDU��(Q�FDVR�FRQWUDULR��ERUUH�OR�HVFULWR�\�UHStWDOR�

Información de la conexión del usuario

(O�ERWyQ� ,QIRUPDFLyQ�GH�FRQH[LyQ� OH�RIUHFH�OD�SRVLELOLGDG�GH�UHYLVDU
WRGD�OD�LQIRUPDFLyQ�UHIHUHQWH�D�ODV�~OWLPDV�FRQH[LRQHV�GHO�XVXDULR�
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
Figura 39.Información de conexión

(Q�HVWH�IRUPXODULR��DSDUHFHQ�GRV�QXHYRV�FXDGURV�GH�JUXSR�

n ,QIRUPDFLyQ�GH�OD�~OWLPD�FRQH[LyQ��GDWRV�FRUUHVSRQGLHQWHV�D�OD�
~OWLPD�YH]�TXH�VH�WXYR�DFFHVR�

² ÔOWLPD�FRQH[LyQ�H[LWRVD��FDVLOOD�GH�YHULILFDFLyQ�TXH�VH�DFWLYD�
VL�VH�SXGR�UHDOL]DU�OD�FRQH[LyQ�

² )HFKD�~OWLPD�FRQH[LyQ��IHFKD�GH�OD�~OWLPD�YH]�TXH�VH�WXYR�
DFFHVR�

² 5RO�GH�DSOLFDFLyQ�GH�OD�~OWLPD�FRQH[LyQ��WLSR�GH�URO�FRQ�HO�
TXH�VH�SXGR�FRQHFWDU�

² 065�GH�OD�~OWLPD�FRQH[LyQ��PRGHOR�GH�VLVWHPD�GH�UROHV�FRQ�
HO�TXH�VH�WXYR�DFFHVR�HQ�OD�~OWLPD�FRQH[LyQ�

² ,QWHQWRV�GH�FRQH[LyQ�GH�OD�~OWLPD�FRQH[LyQ��Q~PHUR�GH�
LQWHQWRV�TXH�IXHURQ�QHFHVDULRV�SDUD�HQWUDU�OD�~OWLPD�YH]�

n ,QIRUPDFLyQ�GH�OD�FRQH[LyQ��LQIRUPDFLyQ�VREUH�OD�FRQH[LyQ�
DFWXDO�

² &RQH[LyQ�H[LWRVD��FDVLOOD�GH�YHULILFDFLyQ�TXH�HVWi�DFWLYD�VL�OD�
FRQH[LyQ�VH�UHDOL]y�FRUUHFWDPHQWH�

² )HFKD�GH�OD�FRQH[LyQ��IHFKD�GHO�DFFHVR�DFWXDO�
² 5RO�GH�DSOLFDFLyQ�GH�OD�FRQH[LyQ��WLSR�GH�URO�FRQ�HO�TXH�VH�KD�

WHQLGR�DFFHVR�

² 065�GH�FRQH[LyQ��PRGHOR�GH�VLVWHPD�GH�UROHV�FRQ�HO�TXH�VH�
KD�WHQLGR�DFFHVR�

² ,QWHQWRV�GH�FRQH[LyQ��Q~PHUR�GH�LQWHQWRV�QHFHVDULRV�KDVWD�
TXH�VH�FRQVLJXLy�FRQHFWDU�VDWLVIDFWRULDPHQWH�
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0DQWHQLPLHQWR�GH�XVXDULRV�GH�DSOLFDFLyQ 5HOHDVH����
Borrado de un usuario de aplicación

3DUD�ERUUDU�XQ�XVXDULR�GH�DSOLFDFLyQ�H[LVWHQWH��VLJD�HVWRV�SDVRV�

 1. 8WLOLFH� OD�EDUUD�GH�QDYHJDFLyQ�GH� OD�EDUUD�GH�KHUUDPLHQWDV�SDUD
VLWXDUVH�HQ�HO�XVXDULR�GH�DSOLFDFLyQ�TXH�GHVHH�ERUUDU�

 2. 0DUTXH�HO�XVXDULR�GH�DSOLFDFLyQ�VHOHFFLRQDGR��3DUD�HOOR��KDJD�FOLF
HQ� HO� ERWyQ� %RUUDU� GH� OD� EDUUD� GH� KHUUDPLHQWDV� GH� OD� SHVWDxD
8VXDULR�

 3. 3DUD� ERUUDU� HO� XVXDULR� GH� DSOLFDFLyQ� PDUFDGR�� KDJD� FOLF� HQ� HO
ERWyQ�*XDUGDU�GH�OD�EDUUD�GH�KHUUDPLHQWDV�R�VHOHFFLRQH�OD�RSFLyQ
$UFKLYR_*XDUGDU�GH�OD�EDUUD�GH�PHQ~V�

Rol de aplicación por defecto

$O� LQLFLDU� 0HWD�0LQG� 6HW�� DSDUHFH� HQ� SULPHU� OXJDU� XQ� IRUPXODULR� GH
DFFHVR��MXQWR�D�ORV�FDPSRV�SDUD�HO�QRPEUH�GH�XVXDULR�\�OD�FRQWUDVHxD
GH�DFFHVR��7DPELpQ�DSDUHFH� OD�FDVLOOD�GH�YHULILFDFLyQ�5RO�GH�DSOLFD�
FLyQ�SRU�GHIHFWR��TXH�VH�DFWLYD�SDUD�DVLJQDU�GLFKR�SHUILO�GH�VHJXULGDG
DO�XVXDULR�FXDQGR�pVWH�REWLHQH�DFFHVR�D�OD�DSOLFDFLyQ�

Figura 40.Formulario de acceso

6L�QR�VH�DFWLYD�GLFKD�FDVLOOD�GH�YHULILFDFLyQ��VH�REWHQGUi�DFFHVR�D�XQ
VHJXQGR�IRUPXODULR�GH�FRQH[LyQ�

Figura 41.Selección del rol de aplicación
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�5HOHDVH���� �*HVWLyQ�GH�OD�VHJXULGDG
(VWH�IRUPXODULR�SHUPLWH�VHOHFFLRQDU�HO�SHUILO�GH�XVXDULR�GH�XQD�OLVWD�HQ�OD
TXH�DSDUHFHQ� ORV�SHUILOHV�GH�XVXDULR�R� UROHV�GH�DSOLFDFLyQ� ILMRV��GHIL�
QLGRV�SDUD� XQ� XVXDULR� GHWHUPLQDGR�� MXQWR� D� ORV� SHUILOHV� DVLJQDGRV� DO
PLVPR�FRPR�FRQVHFXHQFLD�GH�ODV�UHJODV�GH�HOHJLELOLGDG�
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